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CUSTOMS AND BORDER PROTECTION’S 
AUTHORITY TO SEARCH AND HOW IT COULD 

AFFECT  CONFIDENTIAL INFORMATION 

EVAN ANDERSON† 

I. INTRODUCTION 

n recent months, news stories have appeared about officers from 
Customs and Border Protection (“CBP”) entering Greyhound 

buses and demanding passengers show identification or proof of 
citizenship.1 One man, originally from Trinidad, who lived in 
Miami for twelve years was taken into CBP custody from a 
Greyhound bus in Fort Lauderdale, Florida.2 Another woman, en 
route from Orlando to Miami, was also taken into custody in Fort 
Lauderdale.3 Across the country in Washington state, a father and 
his son, a Deferred Action for Childhood Arrivals (“DACA”) 
recipient, were questioned by CBP about their status and taken into 
custody.4 
  People familiar with their constitutional right to be free from 
unreasonable searches wonder how this is possible; how can CBP 
enter buses and perform unreasonable inquiries into peoples’ 
 
 †.  Evan Anderson is a third year law student at Wake Forest School of Law and 
editorial staff member of the Wake Forest Journal of Law and Policy. He would like to thank 
his parents for their continued support and his sisters for inspiring him to be a better 
person.  
 1. See Rachel Seigel, As Border Patrol Searches its Buses, Greyhound is Pulled into 
Immigration Uproar, WASH. POST (June 20, 2018), https://www.wash 
ingtonpost.com/news/business/wp/2018/06/20/as-border-patrol-searches-its-buses-
greyhound-is-pulled-into-immigration uproar/?utm_term=.5611326 72b4. 
 2. David J. Neal, Border Patrol Agents Taking People off Buses is Common. It Happened 
Again this Week, MIAMI HERALD (Jan. 29, 2018, 7:46 AM), 
https://www.miamiherald.com/news/local/community/broward/article197135809.html. 
 3. Samantha Schmidt, Video Shows Border Patrol Officers Asking Greyhound Passengers for 
IDs, Taking Woman into Custody, WASH. POST (Jan. 23, 2018, 6:34 AM), https:/ 
/www.washingtonpost.com/news/morning-mix/wp/ 2018/01/23/video-shows-border-
patrol-officers-asking-greyhound-passengers-for-ids-taking-woman-intocustody/?utm_ 
term=.bc9e2bf459eb. 
 4. Suzanne Phan, Father, Son with DACA Detained on Greyhound Bus by Border Patrol in 
Spokane, KOMO NEWS (Jan. 12, 2018), https://komonews.com/n ews/local/federal-way-
father-and-son-with-daca-detained-in-spokane-on-greyhound-bus-by-border-patrol. 

I 



5 ANDERSON_UPDATE4.8.DOCX (DO NOT DELETE) 4/21/2020  11:22 PM 

296 WAKE FOREST JOURNAL OF LAW & POLICY [Vol. 10:2 

citizenship? What many people do not know is that CBP can operate 
differently under the law than normal law enforcement agents. CBP 
has legal authority to perform searches within 100 air miles of a 
United States border.5 This wide search zone also includes a broad 
authority in regards to what CBP may search, including electronic 
devices.6 In fact, in the first half of fiscal year 2017, CBP searched 
electronic devices of 14,993 travelers.7 This authority could pose 
privacy problems for many citizens and non-citizens.8 
  This Comment will begin by examining the statutory sources 
of CBP’s authority to perform these expansive searches and their 
authority to search electronic devices, followed by a discussion of 
how CBP’s practices compare to traditional law enforcement, like 
the police. The next section will detail challenges to CBP’s authority 
to search electronic devices, highlighting how this practice effects 
people subject to these searches. Next, the Comment will explore 
how CBP has amended their practices, presumably in response to 
challenges. Finally, this comment will end with an argument that 
CBP’s practices are overbroad and should be constrained in order 
to be consistent with the Fourth Amendment of the Constitution. 

II. CUSTOMS AND BORDER PROTECTION STATUTORY 

AUTHORITY 

  In the wake of the terrorist attacks on September 11, 2001, 
the United States Congress passed the Homeland Security Act, 
which formally established the Department of Homeland Security 
(“DHS”).9 DHS’s mission is to “embody the relentless resilience of 
the American people to ensure a safe, secure, and prosperous 

 
 5. Tanvi Mirsa, Inside the Massive U.S. ‘Border Zone,’ CityLab (May 14, 2018), https:// 
www.citylab.com/equity/2018/05/who-lives-in-border-patro ls-100-mile-zone-probably-you-
mapped/558275. 
 6. U.S. Customs & Border Prot., Directive No. 3340–049, Border Search of Electronic 
Devices Containing Information (2009). 
 7. CBP Releases Statistics on Electronic Device Searches, U.S. CUSTOMS & BORDER PROT. 
(Apr. 11, 2017), https://www.cbp.gov/newsroom/national-media-release/cbp-releases-sta 
tistics-electronic-device-searches-0. 
 8. See Letter from Linda A. Klein, ABA President, to Gen. John F. Kelly, Secretary 
Homeland Security and Joseph B. Maher, Acting Gen. Counsel (May 5, 2017) (online at 
https: //www.americanbar.org/content/dam/aba/images/go 
vernment_affairs_office/attyclientprivissue(bordersearchesofattorneydevices,abalettertod
hs,finalversion,may5,2017).pdf) [hereinafter ABA Letter].  
 9. Creation of the Department of Homeland Security, DEP’T HOMELAND SEC. (Sept. 24, 
2015), https://www.dhs.gov/creation-department-homeland-securi ty. 
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Homeland.”10 CBP is an agency within DHS.11 CBP strives to be a 
“premier law enforcement agency” that enhances the “Nation’s 
safety, security, and prosperity through collaboration, innovation, 
and integration.”12 
  CBP’s actions are governed by the Immigration and 
Nationality Act (“INA”), the comprehensive, federal immigration 
statute. The INA gives CBP authority to, without a warrant, “within 
a reasonable distance from any external boundary of the United 
States, to board and search . . . any railway car, aircraft, conveyance, 
or vehicle . . . .”13 External boundaries refer to the land boundaries 
and territorial seas of the United States.14 Further, a “reasonable 
distance” means within 100 air miles from a United States external 
boundary.15 According to this regulation, CBP and Immigration 
and Customs Enforcement (“ICE”) can search within the 100-mile 
zone or change this zone to a shorter distance.16 
  In 2009, CBP issued a directive which provided guidance and 
operating procedures for officers searching electronic devices at 
the border.17 The directive says that CBP aims to protect peoples’ 
rights against unreasonable search and seizure while attempting to 
accomplish its enforcement mission.18 The directive states that in 
the course of a search at the border, CBP officers may search and 
examine data stored in electronic devices, with or without 
individualized suspicion.19 The directive recognizes that CBP 
officers may encounter legal, privileged, or other protected 
materials.20 However, such data is not immune from search; that 
data is simply subject to specialized procedures, which includes 
seeking advice from CBP counsel and working with the United 
States Attorney’s Office.21 

 
 10. Mission, DEP’T HOMELAND SEC. (July 3, 2019), https://www.dhs.gov/our-mission. 
 11. Who Joined DHS, DEP’T HOMELAND SEC. (Sept. 15, 2015), https://www.dh 
s.gov/who -joined-dhs. 
 12. About CBP, U.S. CUSTOMS & BORDER PROT. (Sept. 18, 2019), 
https://www.cbp.gov/a bout. 
 13. Immigration & Nationality Act 8 U.S.C. § 1357(a)(3) (2018). 
 14. 8 C.F.R. § 287.1(a)(1) (2013). 
 15. 8 C.F.R. § 287.1(a)(2) (2013). 
 16. Id.  
 17. Directive No. 3340–049, supra note 6. 
 18. Id.  
 19. Id.  
 20. Id. 
 21. Id.  
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III.   HOW CBP PRACTICES COMPARE TO TRADITIONAL LAW 

ENFORCEMENT SEARCHES AND SEIZURES 

  The Fourth Amendment to the United States Constitution 
reads: “The right of the people to be secure in their persons, 
houses, papers, and effects, against unreasonable searches and 
seizures, shall not be violated . . . .”22 The Supreme Court has held 
that “the ultimate touchstone of the Fourth Amendment is 
‘reasonableness.’”23 Further, case law has held that when a search is 
done by law enforcement to discover evidence of illegal activity, 
reasonableness generally requires a warrant.24 Police are therefore 
required to conduct reasonable searches, usually accompanied by a 
warrant.25 
  While the Supreme Court has been clear that the Fourth 
Amendment generally requires a warrant, exceptions exist where 
law enforcement officers do not need to obtain a warrant.26 One 
such exception is the border exception, which is “grounded in the 
recognized right of the sovereign to control, subject to substantive 
limitations imposed by the Constitution, who and what may enter 
the country.”27 At the border, routine searches are not subject to 
any requirements of reasonable suspicion, probable cause, or a 
warrant.28 However, if an officer at the border wants to do a non-
routine search, he or she must have reasonable suspicion.29 Thus, 
there is an important distinction between a routine versus a non-
routine search. In considering whether a search is routine or non-
routine, the key factor is “intrusiveness,” and further considerations 
of what rises to the level of intrusive includes dignity and privacy 
interests of the person being searched.30 Searches “at the border” 
include searches and stops within the 100 air mile zone.31 
 
 22. U.S. CONST. amend. IV. 
 23. Riley v. California, 573 U.S. 373, 381–82 (2014) (quoting Brigham City v. Stuart, 
547 U.S. 398, 403 (2006)). 
 24. Id.  
 25. Id. 
 26. See id. at 382, 385, 402. 
 27. U.S. v. Ramsey, 431 U.S. 606, 620 (1977).  
 28. U.S. v. Montoya de Hernandez, 473 U.S. 531, 538 (1985).  
 29. U.S. v. Flores-Montano, 541 U.S. 149, 152 (2004) (citing U.S. v. Molina-Tarazon, 
279 F.3d 709, 712–13 (9th Cir. 2002)). 
 30. Id.  
 31. See U.S. v. Martinez-Fuerte, 428 U.S. 543, 545, 556 (1976) (holding stops at 
permanent checkpoints in the interior of the United States do not violate the Fourth 
Amendment and do not need to be authorized by judicial warrant). 
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  Based on the border search exception, it would seem that 
CBP has unlimited authority to search electronic devices at the 
border and at airports. However, traditional law enforcement 
officers have recently been limited in their ability to search 
electronic devices; CBP officers should likewise be limited. In 2014, 
the Supreme Court held in Riley v. California that the search-
incident-to-arrest exception does not allow police officers to search 
an arrested person’s cell phone without a warrant.32 The search-
incident-to-arrest exception to the Fourth Amendment protects 
officers by enabling them to search an arrested person without a 
warrant in order to disarm them.33 However, the Court reasoned 
that since data on cell phones cannot endanger officers. officers 
should not be able to search through the data without a warrant 
once they have secured the cell phone from the suspect.34 Further, 
because cell phones implicate privacy concerns far beyond other 
personal items, as they often carry peoples’ sensitive and personal 
information, the court found that cell phones should be subject to 
a higher degree of protection from law enforcement.35  
  The Court in Riley seemed to indicate that because of the 
personal information held in cell phones, rights to privacy are 
implicated more. Searches of cell phones thus require a higher level 
of suspicion before they can be searched.36 The Supreme Court has 
not yet considered whether the Riley holding applies to CBP 
officers, but it would seem that the Court opened the door to hold 
that searches of cell phones and other electronic devices are highly 
intrusive. 

IV.  CHALLENGES TO CBP’S BROAD AUTHORITY 

  CBP’s broad authority has been sharply criticized by groups, 
including the American Bar Association (“ABA”).37 ABA President 
Linda Klein pointed out that CBP officers have used the ambiguous 
language in the 2009 directive to search electronic devices without 
reasonable suspicion.38 Klein wrote that while the directive purports 
to protect confidential and privileged information, the key 
 
 32. See Riley v. California, 573 U.S. 373 (2014). 
 33. Id. at 386. 
 34. Id. at 387–88.  
 35. Id. at 395.  
 36. See id. at 401–03. 
 37. See ABA Letter, supra note 8. 
 38. Id.  
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provisions are too broad and ambiguous to protect legal rights to 
privacy.39 
  Other challenges limiting CBP’s ability to search electronic 
devices have persisted, with mixed success. Recently, the Fourth 
Circuit held CBP to a higher standard regarding intrusive searches 
of travelers’ cell phones.40 In U.S. v. Kolsuz, a non-citizen on a tourist 
visa attempted to leave the United States and was stopped at an 
airport with gun parts in his luggage and taken to a secondary 
inspection area.41 CBP officers conducted a “manual” search of 
Kolsuz’s phone, which consisted of scrolling through text messages 
and recent calls, and also initiated a “forensic” search, which 
involved sending the phone to an analyst who extracted data from 
the phone.42 The court held that in light of the Riley decision, a 
forensic search of a cell phone at the border must be treated as non-
routine, “permissible only on a showing of individualized 
suspicion.”43 Moreover, because cell phones contain intimate 
details of peoples’ lives, searches of that data must be considered 
highly intrusive, and even under the border search exception, CBP 
must be subject to a higher level of suspicion.  
  Meanwhile, the Eleventh Circuit upheld the broad power of 
CBP.44 In U.S. v. Vergara, Vergara returned from a cruise in Mexico 
and was searched at the port in Tampa, Florida.45 A CBP officer 
performed a manual search of Vergara’s cell phone and discovered 
a video of two topless female minors.46 The CBP officer called a 
DHS investigator who performed a forensic search of Vergara’s 
phone and discovered over 100 images and videos of minors 
engaging in sexual acts.47 Vergara moved to suppress this evidence 
at his trial, arguing that CBP needed a warrant to perform a forensic 
search of his cell phone. The court denied this motion.48 On 
appeal, the Eleventh Circuit refused to extend Riley to the border 
situation, holding that the Supreme Court “expressly limited its 

 
 39. Id.  
 40. See U.S. v. Kolsuz, 890 F.3d 133 (4th Cir. 2018).  
 41. Id. at 139.  
 42. Id.  
 43. Id. at 144.  
 44. U.S. v. Vergara, 884 F.3d 1309, 1309–10 (11th Cir. 2018). 
 45. Id. at 1311. 
 46. Id.  
 47. Id.  
 48. Id.  
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holding [in Riley] to the search-incident-to-arrest exception.”49 The 
court held that “[b]order searches ‘never’ require probable cause 
or a warrant,” rather, at the border, reasonable suspicion is required 
only for “highly intrusive searches of a person’s body such as a strip 
search or an x-ray examination.”50 The court here seems to approve 
of CBP’s broad authority to search cell phones without any 
reasonable or individualized suspicion.51 The court also seems to 
hold that although cell phones contain very private and intimate 
information, searches of the devices are not intrusive enough to 
require some heightened level of suspicion. 
  In 2017, ten U.S. citizens and one lawful permanent resident 
(“LPR”) challenged CBP’s authority to search electronic devices at 
the border as violative of the First and Fourth Amendments.52 The 
plaintiffs challenge CBP’s directive on the grounds that warrantless 
searches and seizures of electronic devices “eviscerate Americans’ 
Constitutional rights to privacy and freedom of speech and 
association.”53 The complaint alleged that these searches are done 
at a “secondary inspection” which is “inherently coercive” as CBP 
officers carry firearms and wear government uniforms.54 This 
inherently coercive nature highlights this practice as unfair and 
unnecessary because it would make someone subject to search feel 
like they must turn over their electronics, where CBP officers could 
simply explain what they are doing, why they need to search the 
device, and give the people subject to search an opportunity to 
enforce their constitutional rights to privacy. The plaintiffs survived 
a motion to dismiss, where the district court citied adherence to the 
Riley precedent, so the court will now resolve the case in light of 
precedent pertaining to traditional law enforcement and cases 
limiting the border search exception.55 
  As the above case percolates through the district court, it 
seems that, given the split between the Fourth and Eleventh Circuits 
as to whether Riley applies at the border, this is an issue ready for 
decision by the Supreme Court. As it did in Riley, the Court should 

 
 49. Id. at 1312.  
 50. Id. (quoting U.S. v. Alfaro-Moncada, 607 F.3d 720, 729 (11th Cir. 2010)).  
 51. See id. at 1312-13.  
 52. Complaint for Injunctive and Declaratory Relief at 1–2, Alasaad v. Duke, No. 1:17-
cv-11730-DJC (D. Mass. filed Sept. 13, 2017). 
 53. Id. at 4.  
 54. Id. at 11.  
 55. See Alasaad v. Nielsen, No. 17-cv-11730-DJC, 2018 WL 2170323 (D. Mass. 2018) 
(order denying defendant’s motion to dismiss). 
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consider the level of intimate information contained in cell phones 
and whether searches of cell phones, or other electronic devices, 
are therefore highly intrusive enough to be considered non-routine 
searches and thus subject to a higher level of suspicion. 

V. CHANGES TO CBP PRACTICES 

  In 2009, CBP issued a directive to its officers entitled “Border 
Search of Electronic Devices Containing information.”56 The 
directive detailed CBP’s duties and procedures regarding border 
searches, including how to review and handle “[p]rivileged or 
[o]ther [s]ensitive [m]aterial.”57 The directive specifically states 
that “[l]egal materials are not necessarily exempt from a border 
search . . .” and officers must go through additional procedures.58 
There are only two additional procedures required of  a CBP 
officer: (1) she must seek advice from the CBP Associate Chief 
Counsel before searching the material; and (2) she must note the 
advice in the internal CBP system.59 
  In 2017, Klein wrote a letter to the Secretary of Homeland 
Security, among others, advocating for CBP to provide greater 
adherence to attorney-client privilege in response to its directive.60 
Klein suggested that CBP’s directive should “specifically state that 
privileged or confidential electronic documents and files on the 
[electronic] device cannot be read, duplicated, seized, or shared, 
unless the CBP Officer . . . first obtains a subpoena based on 
reasonable suspicion or a warrant supported by probable cause.”61 
The letter also asked CBP to 
 

provide a clear standard that a CBP officer . . . must 
follow prior to demanding a search or seizure of the 
documents and files on a lawyer’s electronic 
device . . . indicate what conduct is expected . . . 
when a lawyer asserts that an electronic device 
contains confidential client information . . . and 
define specifically when the CBP officer . . . must 

 
 56. Directive No. 3340–049, supra note 6. 
 57. See id.  
 58. Id.  
 59. Id.  
 60. See ABA Letter, supra note 8. 
 61. Id.  
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consult with the CBP Associate/Assistant Chief 
Counsel . . . .62 
 

  CBP has maintained a policy that searches of cell phones are 
not intrusive enough to require a warrant or subpoena as Klein 
urges.63 An overarching theme to Klein’s letter is that the provisions 
in the directive are broad and ambiguous and could lead to abuse 
by CBP officers.64 Klein advocated for clearer regulations that would 
provide stricter guidelines.65 While this letter focuses on how the 
search practices affect attorneys and their privileged information, 
its rationale could easily be extended to the privacy concerns of 
ordinary people with private information. 
  Presumably in response to this letter, CBP issued another 
directive which changed how officers may handle privileged 
materials.66 One major change is that a CBP officer must seek 
clarification, in writing if practicable, from the person asserting 
privilege that may assist the officer in identifying privileged 
information.67 The new directive still requires consulting with the 
CBP Associate Chief Counsel’s Office to ensure “the segregation of 
any privileged material from other information examined during a 
border search to ensure that any privileged material is handled 
appropriately . . . .”68 Finally, CBP added that, unless subject to 
litigation, materials should be destroyed after review.69 
  While the changes made were an attempt to respond to 
Klein’s letter, the CBP directive changes do not go far enough. First, 
there is no indication that CBP officers should obtain a subpoena 
or warrant. While the new directive does ask that the person 
asserting privilege write a clarification of what is privileged, it does 
not provide a clear standard that a CBP officer must follow when 
searching documents.70 Clear and unambiguous standards would 
greatly limit the chances for CBP officers to abuse their search 
authority. Furthermore, the directive says that CBP officers must 

 
 62. Id.  
 63. See id.  
 64. See id. 
 65. See id.  
 66. U.S. Customs & Border Prot., Directive No. 3340–049A, Border Search of 
Electronic Devices (2018). 
 67. Id.  
 68. Id.  
 69. Id. 
 70. See id. 
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consult with CBP counsel when dealing with sensitive material to 
ensure that such material is “handled appropriately.” However, that 
is the extent of the explanation of what “handled appropriately” 
entails.71 This sort of broad authority, without clear direction, will 
lead to differing applications of the procedures and potential abuse 
among CBP officers at different ports of entry and along the Untied 
States border. 

VI.  WHY SHOULD CBP’S AUTHORITY BE MORE 

CONSTRAINED? 

  Border security and protecting United States national 
sovereignty are both important and legitimate reasons for 
loosening constraints regarding searches. However, when weighed 
against the inherent interests in privacy and protection from 
arbitrary government actions, these searches should be constrained 
to be more consistent with traditional constitutional requirements 
for searches. One drawback unconstrained search authority yields 
is racial profiling. For example, in her letter, Klein feared that the 
original, broad CBP directive has resulted in officers exercising 
“sweeping powers” to search “with or without reasonable suspicion 
of any wrongdoing.”72 Klein argued that these activities could 
expose officers to allegations of misconduct.73 
  Both the Supreme Court and CBP regulations currently allow 
CBP officers to make stops based, in part, on race or national 
origin.74 The Court held that as long as a subject’s ethnicity was not 
the only factor, CBP officers were justified in considering it when 
making a stop.75 CBP allows officers to consider race or ethnicity 
when there is a compelling government interest and the 
consideration is “narrowly tailored” to that interest.76 CBP argues 
that national security is a compelling interest that would allow 

 
 71. See id.  
 72. ABA Letter, supra note 8. 
 73. Id.  
 74. U.S. v. Brignoni-Ponce, 422 U.S. 873, 876–77 (1974); CBP Policy on 
Nondiscrimination in Law Enforcement Activities and All Other Administered Programs, U.S. 
CUSTOMS & BORDER PROT. (Aug. 10, 2017), https://www.cbp.gov/ about/eeo-
diversity/policie s/nondiscrimination-law-enforcement-activities-and-all-other-
administered. 
 75. Brignoni-Ponce, 422 U.S. at 876–77. 
 76. U.S. Customs & Border Prot. , supra note 74. 
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officers to consider race when stopping travelers.77 This sort of loose 
and broad authority is exactly what could lead a CBP officer to 
abuse his or her power. An officer could hypothetically come up 
with any reason to supplement with racial profiling when arbitrarily 
stopping someone. These policies give too much discretion to CBP 
officers and there should be more constraints to protect against 
arbitrary stops which are arguably only based on race. Any arrest 
that might come as a result of racial profiling at the border, or in 
the 100-mile zone, is an unethical use of power and should not be 
considered a valid way to achieve an arrest. Making an arrest when 
racial profiling is even one consideration of a CBP officer degrades 
the inherent value of human dignity. CBP’s authority should be 
restricted to not allow racial profiling in their operations and duties.  
  Moreover, the value of having a 100-mile search zone where 
CBP officers can search and make arrests without a warrant or 
probable cause is low, and the vast search zone is unnecessary. 
Border checkpoints within this 100 mile zone lead to very few 
arrests, when compared to total CBP data.78 Arrests made within 
these zones yielded only two percent of the total number of non-
citizen arrests in 2017.79 Further, another government study found 
that many apprehensions occurred close to the border.80  The 
Government Accountability Office (“GAO”) found that from 2012 
to 2016, of the two million individuals apprehended by immigration 
authorities at the southwest border, forty-two percent were 
apprehended one-half mile or less from the border.81 
  This data shows that an expansive search zone is not 
necessary. The GAO study shows that more than half of 
apprehensions happened away from the border.82 However, that 
number accounts for the rest of the ninety-nine and one-half miles 
of the search zone stemming from the southwest border. Based on 
the trend that apprehensions are happening closer to the border, 
it is unlikely that there are many apprehensions in the outer limits 
of the 100-mile zone. Given the trend of apprehensions occurring 
closer to the border, the policy of defining “reasonable distance” as 

 
 77. Id.  
 78. Mirsa, supra note 5.  
 79. Id.  
 80. U.S. Gov’t Accountability Off., GAO-18-50, Border Patrol: Issues Related to Agency 
Deployment Strategy and Immigration Checkpoints 30 (2017). 
 81. Id. at 30, 63. 
 82. See id. 
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100 air miles seems less reasonable. If most apprehensions happen 
closer to the border, the zone should be narrowed accordingly. 
  Besides the fact that most apprehensions occur closer to the 
border, it makes sense as a matter of policy to limit the zone where 
CBP may search without a warrant or probable cause. The ideas of 
individual liberty and privacy, in the form of protection from 
intrusions by the government, are fundamental principles in 
American life.83 While it makes sense that people close to or at the 
border have less privacy interests in the name of protecting the 
United States, we should be more concerned with privacy interests 
within the United States.84 A vast 100 mile search zone where 
immigration officers are not constrained by the Constitution 
infringes on the ideas of privacy and personal liberty. Even 
individuals with legal status living within this zone are swept up in 
this broad authority.85 Entire states, such as Florida, and even the 
entire region of New England are completely covered by the search 
zone.86 Many other states are also almost completely covered by the 
search zone.87 Many of the most densely populated areas in the 
United States are covered by this zone, such as southern California, 
New York City, and southern Texas.88 Many people in the United 
States could be affected by arbitrary or unconstrained searches. 
  A majority of individuals in the United States are subject to 
less privacy than the Constitution protects. The rationale for this is 
that CBP’s ability to have unconstrained authority to search within 
a large zone protects the United States and that ordinary citizens do 
not get caught up in some searches. The argument to defend 
limiting the search authority is that even the chance that someone 
could be searched arbitrarily and without the protections of the 
Constitution, far away from the border is against our society’s 
fundamental belief in personal liberty and protection from 
unnecessary government intrusion. Therefore, CBP’s authority to 
search within 100 miles of U.S. borders should be curtailed. 
 
 

 
 83. Cornell Law School, Fundamental Right, LEGAL INFORMATION INSTITUTE, 
https://ww w.law.cornell.edu/wex/fundamental_right (last visited Mar. 31, 2019).  
 84. U.S. v. Ramsey, 431 U.S. 606, 620 (1977). 
 85. Mirsa, supra note 5.  
 86. Id.  
 87. Id.  
 88. Id. 
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VII. SEARCHES AT THE BORDER AND AT AIRPORTS SHOULD BE 

MORE CONSISTENT WITH TRADITIONAL LAW 

ENFORCEMENT CONSTRAINTS UNDER THE FOURTH 

AMENDMENT 

  CBP’s search zone should be limited, and likewise, CBP’s 
authority on what it may search should be limited and more 
consistent with traditional law enforcement constraints under the 
Fourth Amendment to the Constitution. The rationale (national 
security) for less scrutiny at the border and ports of entries, such as 
airports, is important, but that does not mean officers should have 
almost unlimited authority in who and what they search. One 
growing issue is officers searching cell phones at the border without 
reasonable suspicion, where other law enforcement officers, such 
as state police, need a warrant. One way to constrain CBP’s 
authority would be to apply the Riley requirements to border, or 
airport, searches of cell phones. 
  The touchstone concern at the heart of the Court’s decision 
in Riley was that because of the sheer amount of personal data on 
cell phones, the devices should not be subject to unlimited search 
authority by law enforcement officers.89 This reasoning applies to 
searches of cell phones at the border, or ports of entry. Cell phones 
provide users the ability to save information like photos, personal 
data, such as medial information or other passwords, and even 
privileged data, such as client information, in the case of an 
attorney or doctor. By that nature, cell phones have the potential to 
be extremely private and should be protected by heightened 
standards, even at the border, where national security is a concern. 
For example, in the Alasaad lawsuit, one plaintiff was concerned 
with male officers searching her cell phone because she had photos 
of herself without her headscarf that she did not want male officers 
to view.90 The plaintiff believed her photos were private and had 
grounds to be concerned with male officers viewing the photos. The 
plaintiff was eventually forced to leave her cell phone with the CBP 
officers.91 This search was highly intrusive and should have required 
a warrant. 

 
 89. See Riley v. California, 573 U.S. 373, 395 (2014). 
 90. Alasaad v. Nielsen, No. 17-cv-11730-DJC, 2018 WL 2170323, at *5 (D. Mass. 2018). 
 91. Id.  
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  Courts have previously held that CBP officers need 
reasonable suspicion to perform a non-routine border search.92 
Whether a search is non-routine turns on whether it is “intrusive,” 
which considers the privacy interests and dignity of the person 
being searched.93 The Eleventh Circuit Court of Appeals held that 
highly intrusive searches are “searches of a person’s body such as a 
strip search or an x-ray examination.”94 Searches of cell phones at 
the border can be similarly intrusive—phones may contain 
confidential or personal information, client information, or 
pictures of an intimate nature. The plaintiff in Alasaad who did not 
want male officers to view photos of herself without a headscarf 
might consider such a search of her private photos to be highly 
intrusive and infringe on her dignity.95 Photos such as those are 
analogous to “searches of a person’s body” and should be subject to 
at least reasonable suspicion. 
  Due to the privacy implications and risk of arbitrary and 
overreaching searches under their broad authority, CBP officers 
should be constrained like traditional police officers when 
searching cell phones or other electronic devices at the border or 
ports of entry. It is reasonable to allow CBP officers to bring people 
back to secondary inspection areas to search, but officers should not 
be able to further search personal devices without more scrutiny. 
The concern with such broad authority to search is that officers 
would abuse that power. Requiring reasonable suspicion for all cell 
phone searchers at the border would be a minimum in protecting 
individuals from overreach from CBP officers. Requiring a warrant 
is the best protection for such overreach. An officer who brings an 
individual to a secondary inspection area and wants to search an 
individual’s cell phone should be required to obtain a warrant for 
the search. The officer would then be required to have a judge sign 
off that there is “reasonable suspicion” that the individual has 
information on his or her cell phone that would implicate national 
security.96 The judge, acting as a neutral third party, could 
effectively determine whether there is actually a reasonable 

 
 92. U.S. v. Flores-Montano, 541 U.S. 149, 152 (2004). 
 93. Id.  
 94. U.S. v. Vergara, 884 F.3d 1309, 1311 (11th Cir. 2018) (quoting U.S. v. Alfaro-
Moncada, 607 F.3d 720, 729 (11th Cir. 2010)). 
 95. Alasaad, 2018 WL 2170323. 
 96. Search Warrants: What Are They and How Do They Work? STREET LAW, INC., http://l 
andmarkcases.org/en/Page/340/Search_Warrants_What_Are_Th 
ey_and_How_Do_They_Work (last visited Mar. 30, 2019). 
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suspicion that national security is at stake, which could reduce 
overreach and arbitrary searches. This type of protection would 
uphold an individual’s right to privacy, as it does in the traditional 
law enforcement context. Moreover, a warrant requirement would 
not necessarily impede a CBP officer’s ability to find contraband or 
illegal activity.97 As noted in Alasaad, individuals subject to 
secondary searches are often held for many hours at a time.98 While 
these individuals wait, CBP officers could obtain a warrant. 
  Another argument in support of applying a Riley type 
requirement to CBP searches of cell phones or electronic devices is 
that exceptions to the Fourth Amendment, such as the border 
search and search-incident-to-arrest exceptions, can exist together. 
The district court noted in Alasaad that “[j]udicially recognized 
exceptions to the warrant requirement do not exist in 
isolation . . . .”99 The court determined that Riley’s reasoning was 
irrelevant in the context of border searches.100 This rationale means 
that a warrant requirement under Riley could be extended within 
the border search exception. The two do not have to exist in 
isolation. Rather, additional restraints should be added to the 
border search context. 
  Finally, as a society we believe police officers are generally 
able to do their jobs, even within the constraints under the Fourth 
Amendment. Police are able to successfully prevent crime and 
maintain order. If CBP officers are likewise held to a more 
constrained search authority, such as requiring a warrant to search 
cell phones, they should still be able to maintain safety at the border 
and secure national security. 

VII. CONCLUSION 

  Protecting our nation’s national security at the border and at 
ports of entry is an important task of CBP officers. CBP has very 
legitimate functions, but broad power. Such broad power in terms 
of how far from the border officers can search with little to no 
suspicion and the extent to what they search should be limited to 
prevent abuse of power and protect fundamental interests in 
privacy. 

 
 97. Alasaad, 2018 WL 2170323 at *19. 
 98. See Complaint, supra note 52, at 18.   
 99. Alasaad, 2018 WL 2170323 at *16. 
 100. Id.  


