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AN INMATE’S RIGHT TO BIOMETRIC DATA 
PRIVACY: HOW TECHNOLOGICAL ADVANCES 

AFFECT VULNERABLE POPULATIONS 

BROCK C. WOLF† 

I. INTRODUCTION 

he concept of a general right to privacy is hardly a novel idea—
it has been present in the American conscience since the draft-

ing of the Constitution.1 However, the idea of a right to data privacy 
has evolved with our nation.2 The twenty-first century has redefined 
the way Americans view and value their privacy, and today, govern-
mental and private entities have more access to people’s infor-
mation than ever before.3 As the Internet and technology have be-
come ubiquitous, so too have new means of surveillance and data 
collection. In light of these concerns, the recognition of a right to 
data privacy has emerged through American courts and legislative 
bodies.4 

 
  †  Brock Wolf is a 2021 J.D. candidate at Wake Forest University School of Law. He 
holds a B.A. in Political Science and History from Virginia Tech. He would first like to thank 
his fiancée, Kristen, for her continued support over the years. Her selflessness and sacrifice 
have allowed him to pursue his passion, for which he will always be grateful. He would also 
like to thank the Journal’s editors and staff for their hard work on this Comment. Any errors 
are the author’s alone.  
 1. While a right to privacy is not explicitly provided for in the Constitution, it has 
since been recognized by the Supreme Court as falling within the penumbra of rights pro-
vided by the Bill of Rights. See Griswold v. Connecticut, 380 U.S. 479, 485–86 (1965) (stating, 
“[w]e deal with a right of privacy older than the Bill of Rights––older than our political 
parties, older than our school system.”). 
 2. See Kenneth Cukier & Viktor Mayer-Schoenberger, The Rise of Big Data: How It’s 
Changing the Way We Think About the World, 92 FOREIGN AFF. 28 (May 2013). 
 3. Id. 
 4. See Carpenter v. United States, 138 S. Ct. 2206 (2018); see also Alan S. Wernick, 
Biometric Information – Permanent Personally Identifiable Information Risk, A.B.A. (Feb. 14, 2019), 
https://www.americanbar.org/groups/business_law/publications/committee_newslet-
ters/bcl/2019/201902/fa_8. 

T 
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“The world’s most valuable resource is no longer oil, but 
data.”5 This headline, featured in The Economist’s May 2017 edition, 
captures both the realities and fears regarding data collection. Cor-
porations and governments gather data on consumers to track and 
analyze population trends.6 Whereas companies often use this data 
to inform marketing decisions,7 governments typically use data to 
inform decision-making processes.8 Ultimately, however, Ameri-
cans typically have little say in how their data is collected or used, 
and it makes them uncomfortable: a Pew Research Study found that 
more than sixty percent of Americans feel that it is not possible to 
go through daily life without companies or the government collect-
ing their data.9 Consequently, seventy-nine percent of Americans 
expressed concern over how companies use their data and sixty-
four percent expressed concern over government use of their 
data.10 

One type of data collection that is particularly concerning is 
the collection of data derived from an individual’s biological char-
acteristics, or biometric data.11 This type of data consists of digitized 
identifiers such as fingerprints, facial features, voice prints, and oth-
ers.12 Unlike other forms of data, like account information or pass-
words, biometric data is permanently tied to one individual,13 so 
there is little recourse if a breach occurs and an individual’s bio-
metric data falls into the wrong hands. 

 
 5. The World’s Most Valuable Resource is No Longer Oil, but Data, THE ECONOMIST (May 
6, 2017), https://www.economist.com/leaders/2017/05/06/the-worlds-most-valuable-re-
source-is-no-longer-oil-but-data. 
 6. How Analytics Has Transformed Marketing, VILL. UNIV., https://taxandbusi-
nessonline.villanova.edu/blog/how-analytics-has-transformed-marketing (last visited Mar. 
9, 2021). 
 7. Id. 
 8. Executive Office of the President, Big Data: Seizing Opportunities, Preserving Values, 
at 67 (2014). 
 9. Brooke Auxier et al., Americans and Privacy: Concerned, Confused and Feeling Lack of 
Control Over Their Personal Information, PEW RES. CTR. (Nov. 15, 2019), https://www.pewre-
search.org/internet/2019/11/15/americans-and-privacy-concerned-confused-and-feeling-
lack-of-control-over-their-personal-information. 
 10. Id. 
 11. See Wernick, supra note 4. 
 12. Id. 
 13. Id. 
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Companies like Securus Technologies have found means to 
capitalize on this type of data.14 Securus Technologies is a prison 
communications firm that provides telephone and other communi-
cation services to prisons around the country, allowing incarcerated 
persons to contact friends and family.15 Securus’ proprietary Inves-
tigator Pro software is among the products Securus offers detention 
centers, jails, and prisons.16 Investigator Pro is a voice recognition 
program sold to state and local governments to aid in the surveil-
lance of incarcerated individuals.17 Specifically, Investigator Pro 
does so by collecting biometric data—voice recordings—from these 
populations and building a unique “voice print,” which is then 
stored in a database.18 These voice prints are just as the name im-
plies: a recording is created from an inmate’s voice, which is then 
digitized, and turned into a biometric signature.19 They are unique 
to each individual, much like a fingerprint.20 As of February 2019, 
facilities in twelve states are either using or have signed contracts 
for Securus Technologies’ voice recognition software.21 

There are several privacy concerns that arise with this type 
of data collection. Primarily, it is unclear exactly how the data is be-
ing used.22 At the very least, the facilities that use this technology 
will be able to track which inmates are using the phone and how 
often.23 They will also have the ability to monitor the contents of 
these conversations, and potentially build profiles on the outside 
individuals being contacted from their facility.24 The extent to 
 
 14. George Joseph & Debbie Nathan, Prison Tech Company is Questioned for Retaining 
‘Voice Prints’ of People Presumed Innocent, THE APPEAL (Feb. 12, 2019), https://theap-
peal.org/jails-across-the-u-s-are-extracting-the-voice-prints-of-people-presumed-innocent 
[hereinafter, Joseph & Nathan, Prison Tech Company]. 
 15. About Us, SECURUS TECH., https://securustech.net/about-us/index.html (last vis-
ited Feb. 5, 2020). 
 16. Joseph & Nathan, Prison Tech Company, supra note 14. 
 17. Id. 
 18. Id. 
 19. Id. 
 20. Id. 
 21. Id.; George Joseph & Debbie Nathan, Prisons Across the U.S. Are Quietly Building Da-
tabases of Incarcerated People’s Voice Prints, THE INTERCEPT (Jan. 30, 2019), https://theinter-
cept.com/2019/01/30/prison-voice-prints-databases-securus [hereinafter, Joseph & Na-
than, Voice Prints]. The states that have contracted with Securus Technologies for the 
Investigator Pro include: Arizona, Arkansas, Colorado, Connecticut, Florida, Georgia, Mas-
sachusetts, Michigan, New Mexico, New York, Texas, and Wisconsin. 
 22. Joseph & Nathan, Prison Tech Company, supra note 14. 
 23. Id. 
 24. Id. 
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which Securus Technologies has access to this information is un-
clear.25 Further, if a database storing this information is breached, 
this information could be widely distributed without the affected 
individuals’ consent. 

Technologies like Investigator Pro raise a myriad of legal 
questions pertaining to biometric data collection.26 To what extent 
do incarcerated individuals have to consent to have their biometric 
data collected? What rights to data privacy do pre-trial detainees 
have? Do the non-incarcerated people who are contacted have any 
rights against their data being collected? 

While this Comment will not answer each of these questions, 
it will juxtapose the privacy rights surrounding biometric data be-
tween private citizens and incarcerated individuals. In the Back-
ground section, this Comment will discuss the concept of a right to 
data as it exists around the nation generally and also introduce the 
right to biometric data privacy as an emerging field of law. The fol-
lowing section will discuss these rights as they exist for incarcerated 
individuals. In the Analysis section, this Comment will highlight var-
ious shortcomings and the lack of rights held by vulnerable popula-
tions. Finally, this Comment will propose a legal recognition of 
rights against biometric data collection for incarcerated individuals 
with a call to action for legislators. 

II. BACKGROUND 

A. An Overview of Biometric Data Privacy Rights 

As noted in the Introduction, biometric data at its simplest 
is data derived from unique biological characteristics.27 Among the 
most familiar types of biometric data are fingerprints, facial recog-
nition, iris scans, and voice prints.28 As private companies and gov-
ernmental entities develop technologies to collect this data, con-
cern amongst citizens continues to grow.29 However, recognition of 

 
 25. Id. 
 26. Id. 
 27. Wernick, supra note 4. 
 28. Id. 
 29. See Auxier et al., supra note 9. 
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biometric data privacy in the United States is lacking when consid-
ering protections in other nations.30 

Abroad, the European Union’s General Data Protection 
Regulation (“GDPR”) protects citizens from having data, including 
biometric data, shared without their consent.31 The GDPR extends 
these rights to citizens in all European Union nations, as well as the 
United Kingdom because the regulation was passed prior to its de-
parture from the Union.32 In the same vein, the Supreme Court of 
India recently ruled privacy a fundamental right.33 Shortly after, in 
September 2018, the Supreme Court expanded this recognition to 
include biometric data.34 Conversely, despite efforts in the United 
States, there is no federal protection of citizens’ biometric data.35 

B. Federal Legislation Recognizing Biometric Privacy 

Although no federal legislation exists to date, there have 
been several proposed bills that would have recognized some form 
of a right to biometric data privacy.36 One such piece of legislation 
was the Consumer Online Privacy Rights Act (“COPRA”). Intro-
duced by Senate Democrats in December 2019,37 the proposed leg-
islation aimed to provide consumers with foundational data privacy 
rights.38 The bill also would have extended protections to biometric 
data.39 

If enacted, COPRA would have prevented the processing or 
transfer of biometric information for commercial use in a manner 
that unlawfully discriminates.40 Additionally, the legislation would 

 
 30. See Paul Bischoff, Biometric Data: 50 Countries Ranked by How They’re Collecting It and 
What They’re Doing with It, COMPARITECH (Dec. 4, 2019), https://www.compar-
itech.com/blog/vpn-privacy/biometric-data-study. 
 31. Marie Figarella, Global Consensus Emerges on Biometric Data Protection, 2017 
BIOMETRIC TECH. TODAY 5, 5 (2017). 
 32. See id. 
 33. Id. 
 34. Id. 
 35. U.S. Cybersecurity and Data Privacy Outlook and Review – 2020, GIBSON DUNN (Jan. 
27, 2020), https://www.gibsondunn.com/us-cybersecurity-and-data-privacy-outlook-and-re-
view-2020/#_edn48. 
 36. Id. 
 37. Consumer Online Privacy Rights Act, S. 2968, 116th Cong. (2019); U.S. Cybersecu-
rity and Data Privacy Outlook and Review – 2020, supra note 35. 
 38. S. 2968, 116th Cong. (2019). 
 39. Id. § 108. 
 40. Id. 
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have protected against using biometric data for unlawful segrega-
tion or discrimination in any manner.41 The Act also included a civil 
action for parties who have been adversely affected by misuse of 
their data, allowing state attorney generals to file suit on behalf of 
residents.42 

On the other side of the aisle, Senator Roger Wicker (R-MS) 
drafted the United States Consumer Data Privacy Act of 2019 
(“USCDPA”).43 Like COPRA, the USCDPA would have provided 
consumers protections in regard to biometric data collection.44 In 
many ways, the USCDPA was very similar to COPRA, though there 
are a few exceptions.45 First, unlike COPRA, the USCDPA did not 
provide a civil cause of action.46 The USCDPA also contained state 
law preemption provisions, which were generally not present in 
COPRA.47 The preemption provisions of USCDPA may be a con-
cern because—as the following section on state legislation will dis-
cuss—many states have already passed laws that are more protective 
than this proposed legislation.48 Notably absent from each are pro-
tections expressly extending to vulnerable incarcerated popula-
tions, but—as the Analysis section will discuss—either bill would 
have been a step toward such protections. 

Despite neither of these bills’ enactment as of this writing, 
their introductions show a bipartisan recognition by Congress for 
the need to protect biometric data privacy.49 Given the recent 2020 
elections, it is difficult to predict whether any proposed federal leg-
islation will pass. However, change is likely on the horizon as aware-
ness of these issues continues to mount. 

C. State Legislation Recognizing Biometric Privacy 

While the federal government has had little success passing 
legislation to establish biometric privacy rights, several states have 

 
 41. Id. 
 42. Id. § 301. 
 43. U.S. Cybersecurity and Data Privacy Outlook and Review – 2020, supra note 35. 
 44. Id. 
 45. Id. 
 46. Id. 
 47. Id. 
 48. See id. 
 49. See U.S. Cybersecurity and Data Privacy Outlook and Review – 2020, supra note 35. 
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successfully enacted such legislation. To date, six states have passed 
laws protecting biometric data privacy in some capacity.50 

The first state to recognize the need for biometric data pri-
vacy legislation was Illinois.51 In 2008, Illinois passed the Biometric 
Information Privacy Act (“BIPA”), which regulates both the collec-
tion and storage of biometric information.52 Specifically, BIPA re-
quires in part that: 

[a] private entity in possession of biometric identifiers or 
biometric information must develop a written policy, 
made available to the public, establishing a retention 
schedule and guidelines for permanently destroying bi-
ometric identifiers and biometric information when the 
initial purpose for collecting or obtaining such identifi-
ers or information has been satisfied or within 3 years of 
the individual's last interaction with the private entity, 
whichever occurs first.53 

If a private entity fails to follow these guidelines, BIPA also provides 
a private right of action.54 

Illinois courts have extended the state’s protection of bio-
metric data privacy.55 In its 2019 Rosenbach v. Six Flags Entertainment 
Corp. decision, the Illinois Supreme Court interpreted BIPA’s pri-
vate right of action to apply so long as there was a violation of one’s 
rights under the Act; there need not be actual injury or adverse ef-
fect.56 From 2018-2019, over 200 BIPA lawsuits were filed,57 and with 
the extension of BIPA protections under Rosenbach, an already pro-
tective act has become even more protective. 

 
 50. Natalie A. Prescott, The Anatomy of Biometric Laws: What U.S. Companies Need to Know 
in 2020, NAT’L L. REV. (Jan. 15, 2020), https://www.natlawreview.com/article/anatomy-bi-
ometric-laws-what-us-companies-need-to-know-2020. 
 51. Id. 
 52. Id. 
 53. 740 ILL. COMP. STAT. 14/15(a) (2008). 
 54. Id. § 20. 
 55. See Prescott, supra note 50. 
 56. Rosenbach v. Six Flags Ent. Corp., 129 N.E.3d 1197, 1207 (Ill. 2019) (“[A]n indi-
vidual need not allege some actual injury or adverse effect, beyond violation of his or her 
rights under the Act, in order to qualify as an ‘aggrieved’ person and be entitled to seek 
liquidated damages and injunctive relief pursuant to the Act.”). 
 57. Prescott, supra note 50. 
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One notable omission from the Act, however, is in regard to 
government actors. Section 25(e) of the statute provides that, 
“nothing in [the] Act shall be construed to apply to a contractor, 
subcontractor, or agent of a State agency or local unit of govern-
ment.”58 For this reason, as the Analysis section of this Comment 
will discuss, the protections of BIPA would not likely extend to the 
types of biometric data collection that incarcerated individuals face. 

In 2009, Texas was the second state to pass a biometric data 
privacy act.59 The Texas law prohibits capture of biometric data for 
commercial purposes unless an individual (1) is informed prior to 
capture, and (2) the individual consents.60 Unlike the Illinois stat-
ute, Texas’ law does not provide a private right of action.61 Addi-
tionally, as provided in the statutory language, the Texas act only 
protects against commercial use without consent.62 As presently 
written, it would not likely afford many protections to incarcerated 
persons. 

Washington followed suit in 2017 with a statute that resem-
bled Texas’.63 Specifically, the law prohibited companies and indi-
viduals from entering biometric data into a database for commer-
cial use without providing notice and obtaining consent.64 To use 
biometric data under Washington law, there must be a procedural 
mechanism in place to prevent subsequent unauthorized uses.65 

California also passed broad data protections in 2018, which 
went into effect in 2020.66 This law, the California Consumer Privacy 
Act (“CCPA”), requires companies collecting personal information 
to notify consumers of what data they collect and what the collected 
data will be used for at the time of collection.67 The law also allows 
consumers to request disclosure of what personal information has 
been collected by companies.68 The CCPA incorporates protection 
of biometric information by including it in its statutory definition 
 
 58. 740 ILL. COMP. STAT. 14/25(e). 
 59. Prescott, supra note 50. 
 60. TEX. BUS. & COM. CODE ANN. § 503.001(b) (West 2009). 
 61. Prescott, supra note 50. 
 62. Id. 
 63. Id. 
 64. Id. 
 65. Id. 
 66. Ian Taylor Logan, For Sale: Window to the Soul Eye Tracking as the Impetus for Federal 
Biometric Data Protection, 123 PA. ST. L. REV. 779, 797–98 (2019). 
 67. Id. at 797. 
 68. Id. 
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of “personal information.”69 Since the law was only recently en-
acted, it is unclear how courts will interpret its protections and how 
enforcement will be effectuated.70 

In 2019, New York expanded its existing data privacy laws 
with the Stop Hacks and Improve Electronic Data Security 
(“SHIELD”) Act.71 The SHIELD Act recognized biometric infor-
mation as protected private information under New York law.72 
SHIELD requires persons or businesses that use the private data of 
another to disclose any security breach of private information.73 
While violating SHIELD does not allow for a private cause of action, 
it does allow the state’s attorney general to bring an action on be-
half of the people of the state.74 Because SHIELD only protects in 
the event of a data breach, it is particularly reactive in respect to 
previously discussed state laws. However, SHIELD marks New York’s 
recognition of the sensitivity of biometric data. 

Finally, Arkansas amended its Personal Information Protec-
tion Act (“PIPA”) in 2019 to include biometric data.75 Much like 
New York’s SHIELD Act, Arkansas PIPA requires disclosure of secu-
rity breaches to any Arkansas resident whose personal information 
was acquired, or believed to have been acquired, by an unauthor-
ized person.76 Similar to the SHIELD Act, PIPA does not address 
the legality of initial biometric collection by requiring notice or con-
sent at the time of collection. 

Additionally, at least ten states have introduced legislation 
in an effort to protect biometric data.77 Although the laws have yet 
to be passed, these proposals indicate a willingness by states to rec-
ognize a right to biometric privacy.78 Much like the already enacted 

 
 69. Id. 
 70. Id. at 798. 
 71. Stop Hacks and Improve Electronic Data Security Act (SHIELD Act), ch. 117, 2019 
N.Y. Laws 908. 
 72. Id. § 3(1)(b)(5). 
 73. Id. § 3(2). 
 74. Id. § 3(6)(a). 
 75. ARK. CODE ANN. § 4-110-103(7)(E)(i) (2019). 
 76. Id. § 4-110-105(a)(1). 
 77. These states include Alaska, Arizona, Delaware, Florida, Hawaii, Massachusetts, 
New Hampshire, New Jersey, Oregon, and Rhode Island. See Kristine Argentine & Paul Yo-
vanic Jr., The Growing Number of Biometric Privacy Laws and the Post-COVID Consumer Class Ac-
tion Risks for Businesses, JDSUPRA (June 9, 2020), https://www.jdsupra.com/legalnews/the-
growing-number-of-biometric-privacy-62648. 
 78. See Prescott, supra note 50. 
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legislation, these proposed laws would not explicitly provide for 
protection of biometric protection for vulnerable populations.79 In-
stead, these laws primarily target protecting consumer biometric 
privacy while they access the Internet.80 

III. ANALYSIS 

A. Current Statutory Protections as they Extend to 
Incarcerated Populations 

While many laws have passed protecting American biometric 
data privacy, the field of law is in its infancy. As existing state laws 
are written, inmates are not expressly recognized as a protected 
class.81 These already-existing laws in states have served as models 
for proposed legislation in states that follow.82 It is also likely then 
that future legislation will not extend protections to inmates. 

Consider Arkansas’s PIPA, under which the disclosure of se-
curity breaches is required when “customer” biometric data is com-
promised.83 The law defines customer as “an individual who pro-
vides personal information to a business for the purpose of 
purchasing or leasing a product or obtaining a service from the 
business.”84 Because of this narrow definition of the term customer, 
protections do not likely extend to inmates under PIPA. Legislators 
should consider amending laws like this to extend protections to 
incarcerated populations. 

If a court were to interpret the language of a statute like 
PIPA, it should do so broadly. Specifically, in the case of Securus 
Technologies’ Investigator Pro, inmates provide personal infor-
mation (their biometric voice data) to a business (Securus Technol-
ogies) in exchange for a service (use of the telephone).85 Such a 
broad interpretation may afford some protections to inmates, but 
until then, there are likely no existing protections for inmates. 

Under more protective statutes that require notice and con-
sent prior to the collection of biometric data from any individual, 
 
 79. See id. 
 80. See id. 
 81. See, e.g., ARK. CODE ANN. § 4-110-104; CAL. CIV. CODE § 1798.105; 740 ILL. COMP. 
STAT. ANN. 14/15(a); TEX. BUS. & COM. CODE § 503.001(c)(3). 
 82. See U.S. Cybersecurity and Data Privacy Outlook and Review – 2020, supra note 35. 
 83. ARK. CODE ANN. § 4-110-105(a)(1). 
 84. Id. § 4-110-103(3). 
 85. Joseph & Nathan, Prison Tech Company, supra note 14. 



WOLF_TOPUBLISH (1).DOCX (DO NOT DELETE) 4/3/2021  2:21 PM 

2021] INMATE’S RIGHT TO BIOMETRIC DATA PRIVACY 91 

like Illinois’s BIPA, the statutory language is still unclear whether 
protections exist for inmates.86 BIPA merely establishes notice and 
consent requirements for “private entities” that retain biometric 
data.87 The statute defines private entities as “any individual, part-
nership, corporation, limited liability company, association, or 
other group.”88 This definition expressly excludes “[s]tate or local 
government[s].”89 As written, this law would not extend protections 
against biometric data collection by government-owned prisons.90 
These protections would not extend to privately-owned prisons, ei-
ther: the act explicitly states that “[n]othing in [BIPA] shall be con-
strued to apply to a contractor, subcontractor, or agent of a [s]tate 
agency or local unit of government.”91 

While Illinois courts have extended biometric protections, 
its seminal cases have been against corporations using biometrics 
for commercial purposes where the companies have failed to notify 
individuals of data collection or acquire consent.92 Although the 
many recent cases have been class actions against corporations,93 it 
is unlikely that an inmate would successfully be able to bring a suit 
against a company like Securus Technologies in Illinois. Companies 
like Securus Technologies contract with prisons to use their soft-
ware,94 which would mean that BIPA could not be “construed to 
apply” to such companies.95 For this reason, courts in states adopt-
ing statutes similar to BIPA would not likely extend a cause of action 
to inmates against government contractors like Securus Technolo-
gies. 

If states sought only to protect “customers,”96 or to shield its 
agents from liability,97 they should consider amending laws to af-
ford protections to vulnerable populations. Given that no federal 
legislation has yet been passed,98 it is unclear whether the language 
 
 86. 740 ILL. COMP. STAT. ANN. 14. 
 87. Id. 14/15(a)-(b). 
 88. Id. 14/10. 
 89. Id. 
 90. See id. 
 91. Id. 14/25(e). 
 92. See U.S. Cybersecurity and Data Privacy Outlook and Review – 2020, supra note 35. 
 93. Id. 
 94. Joseph & Nathan, Prison Tech Company, supra note 14. 
 95. See 740 ILL. COMP. STAT. ANN. 14/25(e). 
 96. ARK. CODE ANN. § 4-110-103(3). 
 97. See 740 ILL. COMP. STAT. ANN. 14/25(e). 
 98. See U.S. Cybersecurity and Data Privacy Outlook and Review – 2020, supra note 35. 
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of a successful piece of legislation would include protections for in-
carcerated populations. As Section III.B of this Comment will dis-
cuss, inmates face unique privacy concerns, and it may be in soci-
ety’s interest to protect them. While existing laws have been a large 
step forward, there is a notable lack of protections for those unable 
to protect themselves.99 

B. Biometric Privacy Constitutional Concerns for 
Incarcerated Populations 

While incarcerated, there is no question that one’s rights are 
diminished. Inmates do, however, retain their constitutional 
rights.100 Among those rights is the right to send and receive infor-
mation.101 

In the case of software like Securus Technologies’ Investiga-
tor Pro, there are three distinct groups of individuals who are, or 
can be, affected by the collection of biometric data during the send-
ing and receipt of information.102 First, there are incarcerated per-
sons who have been convicted and are serving a sentence. At facili-
ties that use Investigator Pro, these individuals are often required 
to subject themselves to data collection prior to making phone 
calls.103 Their conversations are then monitored, and potentially 
recorded by Investigator Pro, and their phone conversations are 
tracked and consequently associated with their voice print.104 

Incarcerated individuals typically have few rights when it 
comes to privacy.105 However, a prison regulation cannot infringe 
on a prisoner’s constitutional right unless it is “reasonably related 
to legitimate penological interests.”106 To determine whether a reg-
ulation, like the creation of a voice print, is reasonably related to 
legitimate penological interests, there are several factors to con-
sider: 

 
 99. See, e.g., Joseph & Nathan, Voice Prints, supra note 21. 
 100. Prisoners’ Rights, 48 GEO. L.J. ANN. REV. CRIM. PROC. 1155, 1156 (2019). 
 101. Id. at 1166.  
 102. See Joseph & Nathan, Voice Prints, supra note 21. 
 103. Id.  
 104. Id.  
 105. Intercepting Prisoner Communications, 2005 POINT OF VIEW 15, 15–18, 20. 
 106. Prisoners’ Rights, supra note 100. 
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(1) whether a “valid, rational connection” exists between 
the regulation and the legitimate interest that would be 
advanced by its enactment; (2) whether alternative 
means of exercising the asserted right would remain 
available; (3) whether accommodation of the asserted 
right would adversely affect guards, other inmates, or the 
allocation of prison resources; and (4) whether an obvi-
ous, less burdensome alternative to the regulation ex-
ists.107 

Under this standard, prisons can constitutionally monitor 
and record prisoner telephone calls if inmates receive notice of the 
policy.108 U.S. courts have yet to decide whether or not the collec-
tion of biometric data is distinct and different from a mere tele-
phone conversation. Prison facilities do have what could be viewed 
as legitimate penological interests in collecting inmate biometric 
data, though.109 The improper use of telephones is a noted problem 
in prisons.110 Incarcerated people sometimes use another inmate’s 
personal identification number—which is used to track who is using 
the phone and when—to commit criminal acts over the phone, or 
to contact victims or witnesses.111 For this reason, the use of voice 
prints to monitor inmates is likely to be permitted. However, courts 
and legislators should require facilities to delete an inmate’s voice 
print upon their release. Requiring the deletion of data would liken 
former inmate status to that of consumers under existing laws.112 
More importantly, once someone is no longer an inmate, there is 
no penological interest in retaining their data.113 Upon release, in-
mates generally have difficulty re-entering society.114 Hurdles gain-
ing employment, securing housing, and accessing public assistance 

 
 107. Id. 
 108. See id. at 1173 n.3054. 
 109. Intercepting Prisoner Communications, supra note 105, at 16, 20. 
 110. See Joseph & Nathan, Voice Prints, supra note 21. 
 111. Id. 
 112. See supra Section III.a. 
 113. See Prisoners’ Rights, supra note 100, at 1156; see also Joseph, Voice Prints, supra note 
21 (suggesting that the monitoring capabilities of persons outside prisons are not reasona-
ble because they would adversely affect inmates and that there are less burdensome alter-
natives to the monitoring). 
 114. See Melissa Li, From Prisons to Communities: Confronting Re-entry Challenges and Social 
Inequality, AM. PSYCH. ASS’N. (Mar. 2018), https://www.apa.org/pi/ses/resources/indica-
tor/2018/03/prisons-to-communities. 
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already make the re-entry process stressful and difficult.115 Having 
additional barriers to re-entry, like the knowledge that one’s per-
sonal data is being retained, makes the process unnecessarily diffi-
cult. 

A second group of people who can be affected by the trans-
mission of information in prisons is comprised of the individuals 
who are awaiting trial, or pre-trial detainees. The Supreme Court 
held in Bell v. Wolfish that the rights of these individuals are largely 
the same as a sentenced prisoner, with some exceptions.116 Under 
the standard set forth in Bell, the government, “may subject [pre-
trial detainees] to the restrictions and conditions of the detention 
facility so long as those conditions and restrictions do not amount 
to punishment, or otherwise violate the Constitution.”117 Justice 
Rehnquist, writing for the majority, elaborates that loss of privacy is 
not a punishment, but an “inherent [incident] of confinement in 
such a facility.”118 To put it simply, the Court likened the rights of 
pre-trial detainees during their time in holding to those of inmates 
serving a sentence.119 This principle extends to phone conversa-
tions of pre-trial detainees.120 It is unclear whether this holding 
would extend to the collection of biometric information, but due 
to how young and unfamiliar this form of data collection is, a court 
would likely hold that it does not yet extend. 

The Internet as we know it was not invented until October 
1990 when computer scientist Tim Berners-Lee began writing code 
for what he called WorldWideWeb.121 This was eleven years after the 
Bell decision. A world with the Internet and all of its associated tech-
nologies was beyond the scope of what the Supreme Court could 
have comprehended at the time of the Bell decision.122 In that sense, 
the Supreme Court likely did not consider whether collecting and 

 
 115. Id. 
 116. See Bell v. Wolfish, 441 U.S. 520, 535–37 (1979). 
 117. Id. at 537. 
 118. Id. 
 119. See id. at 537, 546. 
 120. See id.; see also United States v. Willoughby, 860 F.2d 15, 21 (2d Cir. 1988). 
 121. Gil Press, A Very Short History of the Internet and the Web, FORBES (Jan. 2, 2015, 10:48 
AM), https://www.forbes.com/sites/gilpress/2015/01/02/a-very-short-history-of-the-inter-
net-and-the-web-2/#1846b1287a4e. 
 122. See David C. Gorlin, Note, Evaluating Punishment in Purgatory: The Need to Separate 
Pretrial Detainees’ Conditions-of-Confinement Claims from Inadequate Eighth Amendment Analysis, 
108 MICH. L. REV. 417, 421–423, 429–430 (2009) (noting that the test set forth in Wolfish 
was first used in regard to the internet by the Ninth Circuit in 2004).  
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retaining unique information from pre-trial detainees could be 
deemed a “punishment” under Bell.123 Due to the sensitive nature 
of this data, however, it can be argued that its collection would 
amount to “punishment.”124 Legislators should take into considera-
tion the long-term effects this type of data collection can have on 
pre-trial detainees, particularly if they are released or their records 
expunged. 

The third group of individuals potentially affected by Se-
curus Technologies’ Investigator Pro is those whom inmates contact 
using prison telephones. Generally, if monitoring does not violate 
an inmate’s privacy rights, it does not violate the rights of the other 
party.125 As such, intercepting calls is viewed as not violating the pri-
vacy rights of non-inmates.126 These norms were established, how-
ever, prior to the advent of biometric data collection.127 As a result, 
those on the outside who are contacted by inmates may be able to 
reasonably expect their conversations to be monitored.128 They 
would not, however, have any reason to suspect that their biometric 
data is being collected. Under existing laws, members of the public 
generally must receive notice and expressly consent to their bio-
metric data being collected.129 Biometric data collection is not anal-
ogous to a mere listening of conversations,130 and legislators should 
consider the impact that allowing such practices can have on the 
public. 

Securus Technologies has given jail systems the option of 
covertly extracting voice prints, which allows facilities to collect 
them from anyone using their phones, and without consent.131 As 
Aaron Mackey of the Electronic Frontier Foundation, a technology 
 
 123. See Bell v. Wolfish, 441 U.S. at 536–37. 
 124. See Michael Clements, Virtually Free from Punishment Until Proven Guilty: The Internet, 
Web-Cameras and the Compelling Necessity Standard, 12 RICH. J.L. & TECH. 4, 4–7, 9–11 (2005) 
(noting how the Supreme Court did not establish exactly what punishment means but did 
provide a two-step analysis to give guidance in determining whether an action constitutes 
punishment). 
 125. Intercepting Prisoner Communications, supra note 105, at 15–16, 18. 
 126. Id. at 18 n.6. 
 127. Id.; see Stephen Mayhew, History of Biometrics, BIOMETRIC UPDATE, https://www.bi-
ometricupdate.com/201802/history-of-biometrics-2; see also DEP’T OF HOMELAND SEC., 
BIOMETRICS (2020). 
 128. See Intercepting Prisoner Communications, supra note 105, at 18. 
 129. See, e.g., ARK. CODE ANN. § 4-110-104; CAL. CIV. CODE § 1798.105; TEX. BUS. & COM. 
CODE § 503.001(c)(3); 740 ILL. COMP. STAT. ANN. 14/15(a). 
 130. Wernick, supra note 4. 
 131. See Joseph & Nathan, Prison Tech Company, supra note 14. 
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civil liberties organization, noted, these covert methods of extract-
ing voice prints from people uninformed of the process could 
amount to illegal search and seizure.132 

There are concerns about the constitutionality of these 
means of data collection, and there is no easy answer. Our courts 
and legislative bodies should carefully consider the effect that legis-
lation, or the lack thereof, will have on each of these population 
groups. 

C. A Right to Be Forgotten: The Need to Destroy 
Incarcerated Populations’ Data 

Due to the unique nature of biometric data, inmates should 
have a right for their data to be destroyed at the conclusion of its 
use. In discussions of technology’s ubiquity, one concept has 
emerged in conjunction with the idea of a right to data privacy: the 
right to be forgotten.133 The right to be forgotten generally con-
cerns an individual’s ability to control what private information is 
accessible to others through the Internet.134 In theory, if the United 
States recognized a right to be forgotten, a citizen could write the 
administrators of a website, like Google, and request that a search 
of his or her name not provide undesirable information.135 In the 
United States, there is currently no formal recognition of a right to 
be forgotten.136 

As it relates to biometric data, however, it could be argued 
that some form of a right to be forgotten exists. That is, statutes may 
impose a duty to delete or destroy biometric data collected by com-
panies following the use of such data. Many of the laws discussed in 
the Background section of this Comment have provisions requiring 
the deletion or destruction of data after a reasonable amount of 
time, especially if it is no longer in use.137 For instance, Illinois’s 
BIPA provides: 

 
 132. Id. 
 133. May Crockett, The Internet (Never) Forgets, 19 SMU SCI. & TECH. L. REV. 151, 152–
153 (2016). 
 134. Id. 
 135. Id. at 153. 
 136. Id. 
 137. See, e.g., ARK. CODE ANN. § 4-110-104; CAL. CIV. CODE § 1798.105; TEX. BUS. & COM. 
CODE § 503.001(c)(3); 740 ILL. COMP. STAT. ANN. 14/15(a). 
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[a] private entity in possession of biometric identifiers or 
biometric information must develop a written policy . . . 
establishing a retention schedule and guidelines for per-
manently destroying biometric identifiers and biometric 
information when the initial purpose for collecting or 
obtaining such identifiers or information has been satis-
fied or within 3 years of the individual’s last interaction 
with the private entity, whichever occurs first.138 

This statutory provision puts a shelf life on how long compa-
nies can retain biometric data. Provisions like Illinois’ are particu-
larly important when it comes to biometric data due to the sensitiv-
ity of such data. Similarly, Texas, California, and Arkansas explicitly 
require destroying private information when no longer in use.139 

While these protections extend to regular consumers, when 
considering this right as it extends to incarcerated individuals, the 
reality is troubling. Consider the example of Securus Pro’s Investi-
gator Pro software,140 which uses recordings of inmate voices to cre-
ate a unique voice print.141 A spokesperson for Travis County Jail in 
Texas, where Investigator Pro is used, confirmed that all people in 
its correctional facilities are voice printed before they are allowed 
to make phone calls.142 This includes convicted individuals, individ-
uals awaiting trial, individuals held pending charges, individuals 
held and found not guilty, and individuals whose records may be 
expunged.143 With Texas law requiring destruction of biometric 
data following use,144 it is implied that a large number of records 
should be purged regularly. 

 
 138. 740 ILL. COMP. STAT. ANN. 14/15(a). 
 139. See ARK. CODE ANN. § 4-110-104; CAL. CIV. CODE § 1798.105; TEX. BUS. & COM. 
CODE § 503.001(c)(3). 
 140. See supra Part I. 
 141. Id. 
 142. Joseph & Nathan, Prison Tech Company, supra note 14. 
 143. See id. 
 144. TEX. BUS. & COM. CODE § 503.001(c)(3) (This statute requires that an entity pos-
sessing a biometric identifier captured for a commercial purpose, “shall destroy the bio-
metric identifier within a reasonable time, but not later than the first anniversary of the 
date the purpose for collecting the identifier expires.”). Given that Securus Technologies 
is selling this software and maintaining databases for a profit, its use of this biometric data 
is arguably commercial, which may subject it to this law. Joseph, Prison Tech Company, supra 
note 14. 
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However, Securus Technologies noted that a request to de-
lete voice data would be “evaluated in part on the conditions of the 
person’s release and whether an expunction order was in place.”145 
Given the lack of transparency in how this data is maintained, that 
statement could imply a number of things. For instance, say an in-
dividual has their arrest record expunged, and they contact Securus 
Technologies with a request to delete their voice data. Securus 
Technologies could delete it on their servers, but it is possible that 
the prison has its own database and does not delete it. The inverse 
applies if a request only goes to the prison. Moreover, the language 
that Securus Technologies provided was ambiguous—the company 
provided no assurance that data would be deleted, rather it sug-
gested that requests would be “evaluated.”146 

Another concern is the expectation that affected individuals 
and their attorneys are aware both that (1) biometric data is being 
collected and stored, and (2) they must request deletion of the 
data.147 It is very likely that attorneys representing clients held at 
these facilities are unaware of the voice printing practices going on, 
and moreover, they likely do not know how to get their client’s bio-
metric information destroyed if their charges are dropped.148 If an 
attorney is unaware that these prints are being made, they are also 
going to be unable to request destruction of these records.149 

This process for destroying voice prints puts the onus on af-
fected individuals to ensure that their information is kept safe. In 
situations like this, though, it is the corporate entity and the facili-
ties it contracts with that have all of the power.150 Legislators should 
be wary when drafting statutes that require an affected citizen to 
take affirmative action. It may very well be the case that these citi-
zens are unaware that their data is collected, or the process for hav-
ing it cleared is murky and convoluted. 

 
 145. Joseph & Nathan, Prison Tech Company, supra note 14. 
 146. Id. 
 147. Id. 
 148. Id. (Upon learning about the voice printing in Travis County, one attorney stated, 
“[t]his is the first I’m hearing of this.”). 
 149. Id. 
 150. Id. 
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IV. CONCLUSION 

The right to biometric data privacy in the United States is in 
its infancy. More and more states have come to recognize the need 
to protect biometric data privacy, and six states have enacted laws 
to establish protections.151 At the same time, Congress is consider-
ing multiple pieces of legislation that could completely change the 
legal landscape of biometric data privacy.152 However, there re-
mains a forgotten corner of the population: incarcerated individu-
als. As biometric data becomes more prevalent in our society, legis-
lators and U.S. courts should recognize the needs of these 
individuals by protecting them against nefarious collection of their 
data. Technologies like Securus Technologies’ Investigator Pro 
have capabilities not yet regulated, and while Securus Technologies 
may not have nefarious means in mind, its technology, and others 
like it, can pose a threat to the privacy of citizens around the nation. 

 
 151. Prescott, supra note 50. 
 152. Frank Nolan, Implications of US laws on collection, storage, and use of biometric infor-
mation, ASS’N OF CORP. COUNS. (July 2020), https://www.acc.com/sites/default/files/2020-
09/Eversheds%20Biometrics%20white%20paper_July%202020.pdf. 
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