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TIKTOKERS CAUGHT IN THE CROSSFIRE OF THE 
U.S.-CHINA TECHNOLOGY WAR: ANALYZING THE 

HISTORY & IMPLICATIONS OF CHINESE 
TECHNOLOGY BANS ON U.S. DOMESTIC 

EXPRESSION AND ACCESS TO COMMUNICATIONS 

KATIE MELLINGER† 

n 2020, time was ticking toward the onset of a technology ban 
that could have cost Americans more than just a slew of fifteen-

second dance videos.1 The Trump administration’s threatened Tik-
Tok ban aimed to curb Chinese influence in the longstanding 
United States-China technology war2 that has escalated because of 
increased technologization.3 The shift to 5G technology and social 
media’s permeation into society significantly bolster the stakes in 
this new arms race, pitting the U.S. against China in a war for cyber 
supremacy,4 featuring the likes of Huawei, the world’s largest tele-
communications equipment manufacturer,5 and TikTok, the sixth 
most-used social media application globally.6 

 

 † Katie Mellinger graduated from Wake Forest University School of Law in May 
2021, where she concentrated in communications law and policy. She studied journalism 
and political science at the University of Florida. Katie would like to thank her parents and 
mentors at the Federal Communications Commission for supporting her passion for tele-
communications and connectivity. 
 1. Arjun Kharpal, Here’s Where Things Stand with the Messy TikTok Deal, CNBC (Sept. 
25, 2020, 2:39 AM), https://www.cnbc.com/2020/09/25/tiktok-deal-timeline-the-latest-in-
the-messy-saga-as-ban-looms.html. 
 2. Jill Disis, A New World War Over Technology, CNN BUS. (July 10, 2020, 8:47 PM), 
https://www.cnn.com/2020/07/10/tech/us-china-global-tech-war-intl-hnk/index.html. 
 3. Id. 
 4. Id. 
 5. Keith Johnson & Elias Groll, The Improbable Rise of Huawei, FOREIGN POL’Y (Apr. 3, 
2019, 1:00 PM), https://foreignpolicy.com/2019/04/03/the-improbable-rise-of-huawei-
5g-global-network-china. 
 6. Most Popular Social Networks Worldwide as of July 2020, Ranked by Number of Active 
Users, STATISTA, https://www.statista.com/statistics/272014/global-social-networks-ranked-
by-number-of-users (last visited Sept. 28, 2020). 

I 
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While the technology bans have been heralded as national 
security imperatives,7 each presented the potential to impair Amer-
ican communications interests, particularly in the realms of free 
speech8 and access to communications services.9 

This Comment explores how American bans of Chinese 
technology aimed at promoting national security affect domestic 
communications interests. Part I describes the complex historical 
relationship influencing the backdrop of the U.S.-China technology 
war. Part II explains U.S. concerns regarding Chinese communica-
tions technology and contemporary technology bans. Part III dis-
cusses the political and legal backdrop for balancing national secu-
rity against the right to free speech and the interest in accessing 
communications services. Next, Part IV analyzes the U.S.’s Huawei 
and ZTE bans in comparison with the proposed TikTok and 
WeChat bans. Finally, Part V asserts that addressing national secu-
rity concerns associated with TikTok and WeChat must be more 
proportionate and measured in order to mitigate deleterious effects 
on domestic free speech. 

I. THE HISTORY OF THE U.S.-CHINA TECHNOLOGY WAR FROM 

COLONIALISM TO CYBER COMBAT 

The U.S. and China share a history10 of economic intercon-
nection and international political rivalry, which informs contem-
porary interactions in the international technology market.11 West-
ern imperialism in China, diverging political ideologies, and the 

 
 7. Angela Demaral, The TikTok Ban: Eliminating a National Security Threat or Limiting 
Free Speech?, CORNELL DAILY SUN (Aug. 20, 2020), https://cor-
nellsun.com/2020/08/20/the-tiktok-ban-eliminating-a-national-security-threat-or-limiting-
free-speech. 
 8. Id. 
 9. Cecilia Kang, Huawei Ban Threatens Wireless Service in Rural Areas, N.Y. TIMES (May 
25, 2019), https://www.nytimes.com/2019/05/25/technology/huawei-rural-wireless-ser-
vice.html. 
 10. Dean Cheng, The Complicated History of U.S. Relations with China, HERITAGE FOUND. 
(Oct. 11, 2012), https://www.heritage.org/asia/report/the-complicated-history-us-rela-
tions-china. 
 11. U.S. Relations with China, COUNCIL ON FOREIGN RELS., https://www.cfr.org/time-
line/us-relations-china (last visited Sept. 29, 2020). 
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lack of a techno-hegemon in an increasingly digital world have bol-
stered the U.S.-China technology war.12 

A. Western Imperialism in China Creates Long-Lasting 
Diplomatic Discord 

The U.S.-China rivalry is deeply rooted in Western imperial-
ism.13 In the eighteenth century, the U.S. initiated trade with China, 
which had established a lucrative global market for tea, silk, and 
porcelain.14 The prosperous trade relationship continued into the 
nineteenth century and was accompanied by the emergence of U.S. 
religious missions and health care clinics in China.15 In 1844, the 
countries established official diplomatic relations, which was fol-
lowed closely by the launch of the U.S. legation in China in 1862 
and the China legation in the U.S. in 1878.16 Despite the increased 
diplomatic ties, domestic attitudes toward Chinese residents in the 
U.S. deteriorated, leading to increased race-related violence and 
the adoption of exclusionary acts suspending Chinese immigration 
to the U.S. for the remainder of the nineteenth century.17 Domestic 
social strife, however, did not disturb U.S. trade interests, and the 
U.S. State Department enacted the Open Door policy, supporting 
continued free trade with China.18 Increased Western presence in 
China and the U.S.’s exclusionary immigration policies induced 
broad anti-foreign sentiment and anti-American boycotts in China 
during the early twentieth century.19 As the twentieth century pro-
gressed, however, tensions thawed slightly with the countries serv-
ing as allies during both World Wars. The U.S. supported Chinese 
education, funded rural reconstruction, and ended its Chinese im-
migration ban.20 Although the allyship signaled a positive change in 
formal relations, the social tension remained as a permanent 

 
 12. Tsuchiya Motohiro, America, China, and the Battle for Techno-Hegemony, NIPPON.COM 
(Apr. 16, 2019), https://www.nippon.com/en/in-depth/a06301/america-china-and-the-
battle-for-techno-hegemony.html. 
 13. See U.S. Relations with China, supra note 11. 
 14. Chronology of U.S.-China Relations, 1784-2000, U.S. DEP’T STATE, OFF. HISTORIAN, 
https://history.state.gov/countries/issues/china-us-relations (last visited Sept. 29, 2020). 
 15. Id. 
 16. Id. 
 17. Id. 
 18. Id. 
 19. Id. 
 20. Id. 
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diplomatic blemish, which would be reinvigorated with the emer-
gence of communism in China.21 

B.  Opposing Ideologies Reinforce Rivalry 

The emergence of communism in China revived the U.S.-
China rivalry because the U.S. viewed communist ideology as antag-
onistic to democracy and an attack on liberty.22 In 1949, the Chinese 
Communist Party defeated the U.S.-supported nationalist govern-
ment and established the People’s Republic of China.23 The regime 
shift “set[] the stage for several decades of limited U.S. relations 
with mainland China,”24 and spurred an ideological conflict that 
permeated global events, including the Korean War in the 1950s 
and the Vietnam War in the 1960s.25 In those wars, the U.S. backed 
the democratic governments while China backed the authoritarian 
governments.26 The fervent defense of democracy by the U.S. and 
authoritarianism by China persists in contemporary times. Accord-
ing to Jessica Chen Weiss, an Associate Professor of Government at 
Cornell University, “China has []sought to make a world safe for 
autocracy” by “offer[ing] alternatives to U.S.-led institutions and 
[]combat[ing] universal values [to] ma[k]e it easier for other au-
thoritarian regimes to thrive and survive.”27 The countries’ “oppos-
ing views on how to wield technology”28 resulted in a 2020 U.S. com-
mitment to “[s]ecur[e] [the American public’s] freedoms from the 
Chinese Communist Party.”29 The ideological rivalry underlies the 
“true sources of China’s international influence: its economy and 
its growing technological might.”30 

 

 
 21. See Are the United States and China in an Ideological Competition, CTR. FOR STRATEGIC 

& INT’L STUDIES (Dec. 13, 2019), https://www.csis.org/blogs/freeman-chair-blog/are-
united-states-and-china-ideological-competition. 
 22. See id. 
 23. U.S. Relations with China, supra note 11. 
 24. Id. 
 25. Id. 
 26. Id. 
 27. Are the United States and China in an Ideological Competition, supra note 21. 
 28. Disis, supra note 2. 
 29. Michael R. Pompeo, Communist China and the Free World’s Future, U.S. DEP’T OF 

STATE (July 23, 2020), https://2017-2021.state.gov/communist-china-and-the-free-worlds-
future-2/index.html. 
 30. Are the United States and China in an Ideological Competition, supra note 21. 
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C.  Digitization Leaves Room for a New Hegemonic 
Power Struggle 

China’s growing economic power and increased focus on 
technology development have challenged longstanding U.S. domi-
nance.31 In 2010, China cemented its international status when it 
became the second-largest economy (after the U.S.) and boosted its 
influence in the technology space.32 China’s increased economic 
and technological prowess has challenged the hegemonic order 
and provided the country with a lead over the U.S. in the technol-
ogy industry, particularly involving telecommunications.33 China 
gained its edge by implementing the “Made in China 2025” plan, 
which sought to “shed the country’s reliance on foreign tech”34 by 
investing in “10 high-tech industries, including electric cars, next-
generation information technology, telecommunications, ad-
vanced robotics, and artificial intelligence.”35 In response, the U.S. 
has sought to limit Chinese technological advancement and simul-
taneously bolster its own technology agenda at home and abroad by 
issuing tariffs and enacting its own technology strategy.36 In 2018, 
former President Trump authorized massive tariffs on Chinese im-
ports in response to China’s alleged “theft of U.S. technology and 
intellectual property” through the telecommunications network.37 
That same year, the U.S. Federal Communications Commission is-
sued its 5G Fast Plan, directed at enabling American superiority in 
the next-generation technology market and preserving national se-
curity.38 

 
 
 
 

 
 31. Dilip Hiro, Donald Trump is Losing his Tech War with China, BUS. INSIDER (Aug. 26, 
2020), https://www.businessinsider.com/donald-trump-is-losing-the-uss-tech-war-with-
china-2020-8. 
 32. Id. 
 33. Id. 
 34. Disis, supra note 2. 
 35. Hiro, supra note 31. 
 36. Disis, supra note 2; U.S. Relations with China, supra note 11. 
 37. U.S. Relations with China, supra note 11. 
 38. The FCC’s 5G Fast Plan, FED. COMMC’NS COMM’N (Sept. 28, 2018), 
https://docs.fcc.gov/public/attachments/DOC-354326A1.pdf. 
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II. 5G TAKES CENTER STAGE AS THE U.S. SEEKS TO CURB THE 

CHINESE CYBER THREAT 

The emergence of 5G technology, and its accompanying 
wave of digitization, has been the utmost priority within the U.S.-
China technology war.39 5G technology is the most recent iteration 
of a long line of wireless services, each of which has progressively 
expanded and improved over time.40 5G will support a vibrant tech-
nological community that will enhance life for consumers across the 
globe.41 5G aims to increase data transmission speed by one hun-
dred times, reduce latency to nearly zero,42 and support more con-
nected devices.43 When a device transmits data, the data flows 
through the electromagnetic spectrum at a specific frequency and 
is picked up by a receiver at a cell site.44 The cell site then carries 
the data signal to a base station, which transmits the signal to the 
cell site nearest to the intended recipient device.45 Small cell sites 
enable more connections and more reliable signal transmission.46 
Although 5G is still in its infancy,47 it is expected to reach 1.8 billion 
connections by 2025 and support the development of innovative 
technologies.48 

5G’s increased speeds, low latency, and capacity to support 
more connections will contribute to a variety of technological trans-
formations, starting with the advent of the Internet of Things 
(“IoT”), which refers to everyday devices that connect to the inter-
net and communicate with other devices within the network.49 5G’s 

 
 39. Prabir Purkayastha, Why 5G is First Stage of US-China Tech War, ASIA TIMES (Aug. 13, 
2020), https://asiatimes.com/2020/08/why-5g-is-first-stage-of-us-china-tech-war. 
 40. Riley Davis, What is 5G: A Brief Explainer, CTIA (Feb. 1, 2018), 
https://www.ctia.org/news/what-is-5g-a-brief-explainer. 
 41. See CP Gurnani, 5G Will Fundamentally Change Our Lives for the Better, CNN BUS. 
(Jan. 27, 2020, 8:41 AM), https://www.cnn.com/2020/01/27/perspectives/5g-revolu-
tion/index.html. 
 42. Davis, supra note 40. 
 43. Id. 
 44. How Wireless Works, CTIA, https://howwirelessworks.ctia.org (last visited Oct. 20, 
2020). 
 45. Id. 
 46. See generally Davis, supra note 40 (“[S]mall cells [are] going to be the physical foun-
dation needed to buttress our bigger and better data highways.”). 
 47. The Mobile Economy, GSMA, https://www.gsma.com/mobileeconomy/wp-con-
tent/uploads/2020/03/GSMAMobileEconomy2020Global.pdf (last visited Oct. 20, 2020). 
 48. See id. 
 49. Matt Burgess, What is the Internet of Things? Wired Explains, WIRED (Feb. 16, 2018),  
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support of IoT technology has already led to the emergence of 
smart cities internationally, a trend that is expected to arise in the 
U.S. once commercial 5G becomes available to more consumers.50 
Smart cities will “react[] to the world around [them] taking infor-
mation from the people within [them], crunching data from sen-
sors on roads, vehicles, [and] buildings.”51 Within smart cities, 5G 
is expected to improve the industrial, agricultural, financial, medi-
cal, and education industries, among others.52 In an industrial set-
ting, 5G “will support smarter factory equipment and enable com-
panies to conduct remote operations such as production 
monitoring in real time.”53 In the agricultural field, it will enable 
farmers to “transmit information from sensors and drones” to auto-
mate “processes from planting to crop spraying.”54 In the financial 
sector, banks may use artificial intelligence and data to “improve 
the speed and accuracy behind lending decisions and . . . optimize 
lending rates to match each unique applicant’s reality.”55 Telemed-
icine and virtual learning will also become more accessible, with 5G 
enabling remote patient monitoring and student engagement op-
portunities, respectively.56 Additionally, 5G will lead to the develop-
ment and mass commercialization of existing technology, including 
autonomous vehicles, virtual and augmented reality devices, 
drones, facial recognition, and social media.57 

According to the Global System for Mobile Communications 
Association, China maintains a lead over the U.S. in 5G, with the 
country boasting more than 160,000 5G base stations covering more 
than fifty cities, which is “about [twelve] times more 5G base stations 

 
https://www.wired.co.uk/article/internet-of-things-what-is-explained-iot. 
 50. Mike Moore, 5G and Smart Cities: Everything You Need to Know, TECHRADAR (June 
12, 2019), https://www.techradar.com/news/5g-and-smart-cities-everything-you-need-to-
know; see also The Mobile Economy, supra note 47 (“[A]s more use cases are deployed, more 
consumers will appreciate the benefits of 5G.”). 
 51. Moore, supra note 50. 
 52. See 5G and Government: A Regulatory Roadmap, WILEY LAW, 
https://www.wiley.law/media/handbook/550_2020%20Wiley_5G%20and%20Govern-
ment%20Regulatory%20Road map.pdf (last visited Oct. 20, 2020). 
 53. Id. 
 54. Id. 
 55. Bob Legters, Five Ways 5G Might Change How You Bank, FORBES (May 15, 2019, 9:03 
AM), https://www.forbes.com/sites/boblegters/2019/05/15/five-ways-5g-might-change-
how-you-bank/#3cd9eb195fc8. 
 56. 5G and Government: A Regulatory Roadmap, supra note 52. 
 57. See id. 
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than the U.S.”58 China’s expedient development has extended its 
influence abroad. The Chinese government provided Huawei 
nearly $75 billion in subsidies to support 5G development, and the 
company extended its reach to more than 170 countries.59 ZTE has 
a similarly extensive global reach, boasting a presence in more than 
140 countries.60 Both companies provide the equipment used to 
build out and maintain telecommunications network infrastruc-
ture, which facilitates information transfer from devices.61 

The U.S. characterizes China’s rising presence in the global 
economy and lead in 5G development as a national security threat 
because of the countries’ vastly divergent ways of controlling and 
regulating technology, which is seen as an offshoot of China’s com-
munist political ideology.62 According to the U.S. government, 
China carries out aggressive expansion by engaging in the following 
actions: (1) “[s]tate-sponsored IP theft;”63 (2) “coercive and intru-
sive regulatory gambits [forcing] technology transfer from foreign 
companies, typically in exchange for limited access to the Chinese 
market;”64 (3) cyber-espionage;65 and (4) network hijacking.66 The 
concerns are especially prevalent when dealing with Chinese 

 
 58. GSMA: China Maintains 5G Leadership Role in the Face of COVID-19, GSMA (Mar. 17, 
2020), https://www.gsma.com/newsroom/press-release/gsma-china-maintains-5g-leader-
ship-role-in-the-face-of-covid-19; see also Charlie Kirk, China’s Growing 5G Dominance is a Dis-
aster for US Security, THE HILL (Feb. 3, 2020, 8:30 AM), https://thehill.com/opinion/tech-
nology/481123-chinas-growing-5g-dominance-is-a-disaster-for-us-security. 
 59. Chuin-Wei Yap, State Support Helped Fuel Huawei’s Global Rise, WALL ST. J. (Dec. 25, 
2019, 8:32 AM), https://www.wsj.com/articles/state-support-helped-fuel-huaweis-global-
rise-11577280736; see also Emily Feng & Amy Cheng, China’s Tech Giant Huawei Spans Much 
of The Globe Despite U.S. Efforts to Ban It, NPR (Oct. 24, 2019, 2:30 PM), 
https://www.npr.org/2019/10/24/759902041/chinas-tech-giant-huawei-spans-much-of-
the-globe-despite-u-s-efforts-to-ban-it. 
 60. About ZTE, ZTETX, http://ztetx.com/about/zte_corporation (last visited Oct. 20, 
2020). 
 61. See generally Company Overview, ZTE, https://www.zte.com.cn/global/about/cor-
porate_information (last visited Mar. 10, 2021); Our Company, HUAWEI, 
https://www.huawei.com/us/corporate-information (last visited Mar. 10, 2021). 
 62. James Andrew Lewis, Tech Crisis with China, CTR. FOR STRATEGIC & INT’L STUD. 
(Aug. 7, 2020), https://www.csis.org/analysis/tech-crisis-china. 
 63. WHITE HOUSE OFF. TRADE & MFG. POL’Y, HOW CHINA’S ECONOMIC AGGRESSION 

THREATENS THE TECHNOLOGIES AND INTELLECTUAL PROPERTY OF THE UNITED STATES AND 

THE WORLD (June 2018). 
 64. Id. 
 65. David E. Sanger et al., In Race with China, U.S. Pushes Allies to Fight Huawei, N.Y. 
TIMES (Jan. 26, 2019), https://www.nytimes.com/2019/01/26/us/politics/huawei-china-
us-5g-technology.html. 
 66. Id. 
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companies like Huawei and ZTE because the companies must co-
operate with any Chinese government request to support espionage 
or propaganda dissemination efforts, without appeal or recourse.67 
These cybersecurity threats are amplified in the 5G context because 
of the sheer number of connections that are expected to arise 
across industries and the amount of information that is vulnerable 
because of those connections, especially when those connections 
are facilitated through Chinese telecommunications equipment.68 
In order to curb the national security threats associated with 5G 
technology, the U.S. government sought to limit the ability of the 
Chinese government to covertly access U.S. information by impos-
ing bans on the Chinese telecommunications companies Huawei 
and ZTE.69 

A. Huawei and ZTE are Cast Out Due to Threats Posed 
to the Telecommunications Infrastructure 

The U.S. government limited China’s potential to jeopard-
ize national security through telecommunications networks by ban-
ning the use of Huawei and ZTE equipment in domestic network 
infrastructure.70 Decrees to ban Chinese manufacturers have come 
from various U.S. governmental entities, including the former Pres-
ident, Congress, and executive agencies.71 

As early as 2010, U.S. intelligence warned of Huawei and 
ZTE’s likely link to Chinese government espionage.72 In 2012, the 
U.S. House Intelligence Committee released an official report urg-
ing companies to avoid buying equipment from Huawei and ZTE.73 
The Committee stressed that “[n]either company was forthcoming 
with detailed information about its formal relationships or regula-
tory interaction with Chinese authorities,” and they failed to pro-
vide “specific details about the precise role of each company’s 

 
 67. Lewis, supra note 62. 
 68. Sanger et al., supra note 65. 
 69. Lewis, supra note 62. 
 70. Kate Fazzini, Why the US Government is so Suspicious of Huawei, CNBC (Dec. 6, 2018), 
https://www.cnbc.com/2018/12/06/huaweis-difficult-history-with-us-government.html. 
 71. Id. 
 72. Id. 
 73. Jay Greene & Shara Tibken, Lawmakers to U.S. Companies: Don’t Buy Huawei, ZTE, 
CNET (Oct. 8, 2012), https://www.cnet.com/news/lawmakers-to-u-s-companies-dont-buy-
huawei-zte. 
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Chinese Communist Party Committee.”74 Based on its investigation, 
the House Intelligence Committee reaffirmed longstanding fears 
that the companies could not be trusted because “their equipment 
and products could potentially be used to spy on companies and 
individuals.”75 

In 2018, the Trump administration banned government use 
of Huawei and ZTE products after an intelligence security warning 
revitalized security fears.76 In 2019, “the U.S. Department of Com-
merce announced that Huawei ‘[was] engaged in activities that are 
contrary to U.S. national security or foreign policy interest,’” and 
added the company to the “Department’s Bureau of Industry and 
Security Entity List, which would require an export license for the 
sale or transfer of U.S. technology to such entities.”77 The Depart-
ment of Justice also charged Huawei with racketeering and conspir-
acy to steal trade secrets from U.S. companies.78 In line with broader 
governmental action, the FCC banned both Huawei and ZTE from 
receiving government subsidies through the Universal Service Fund 
, which supports telecommunications service deployment in un-
served and underserved low-income, rural, and remote communi-
ties across the U.S.79 Ajit Pai, the FCC Chairman at the time, cited 
similar security concerns as other government officials, stating: 

 
Both companies have close ties to China’s Com-
munist government and military apparatus. Both 
companies are subject to Chinese laws broadly obli-
gating them to cooperate with any request from the 
country’s intelligence services and to keep those re-
quests secret. Both companies have engaged in con-
duct like intellectual property theft, bribery, and cor-
ruption.80 

 
 74. Id. 
 75. Id. 
 76. Fazzini, supra note 70. 
 77. Wayne M. Morrison, U.S. Trade Friction with China Intensifies, FED’N AM. SCIENTISTS 
(June 19, 2019), https://fas.org/sgp/crs/row/IN11135.pdf. 
 78. Corinne Reichert, FCC Now Collecting Data on Huawei Use in US Networks, CNET 
(Feb. 27, 2020), https://www.cnet.com/news/fcc-now-collecting-data-on-huawei-use-in-us-
networks. 
 79. Devin Coldewey, FCC Bans Spending on Huawei, ZTE and Other ‘National Security 
Threats’, TECHCRUNCH (Nov. 22, 2019), https://techcrunch.com/2019/11/22/fcc-bans-
spending-on-huawei-zte-and-other-national-security-threats. 
 80. Id. 
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In addition to banning Huawei and ZTE from receipt of fu-

ture United Service Fund subsidies, the FCC mandated the perma-
nent removal and replacement of all Huawei and ZTE technology 
within domestic networks.81 While the technology bans first 
emerged in the telecommunications context involving 5G, they 
have shifted into the social media realm with proposed bans on Tik-
Tok and WeChat.82 

B. TikTok and WeChat Are Targeted Next 

In another effort to enhance domestic security, former Pres-
ident Trump issued an executive order in August 2020 intending to 
ban TikTok, the popular “video-sharing mobile application owned 
by the Chinese company ByteDance Ltd.”83 In the executive order, 
Trump stated that the ban was necessary because “TikTok automat-
ically captures vast swaths of information from its users, including 
Internet and other network activity information such as location 
data and browsing and search histories . . . [, which could] allow the 
Chinese Communist Party access to Americans’ personal and pro-
prietary information.”84 Trump stated the information could “[al-
low] China to track the locations of Federal employees and contrac-
tors, build dossiers of personal information for blackmail, and 
conduct corporate espionage.”85 Additionally, the ban intended to 
stop the spread of misinformation online and take aim at Chinese 
censorship of political abuses in the country.86 

Former President Trump issued a similar executive order in 
August 2020 banning WeChat,87 a messaging app that serves as “a 
common tool for Chinese speakers in the United States to com-
municate with friends and relatives in China, because most Western 
communication apps, including Facebook Messenger and 

 
 81. Id. 
 82. See Geoffrey Gertz, Why is the Trump Administration Banning TikTok and WeChat?, 
BROOKINGS (Aug. 7, 2020), https://www.brookings.edu/blog/up-front/2020/08/07/why-
is-the-trump-administration-banning-tiktok-and-wechat. 
 83. Exec. Order No. 13,942, 85 Fed. Reg. 48,637 (Aug. 6, 2020). 
 84. Id. 
 85. Id. 
 86. Id. 
 87. Exec. Order No. 13,943, 85 Fed. Reg. 48,641 (Aug. 6, 2020). 
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WhatsApp, are banned in China.”88 The executive order rational-
ized the ban as follows: 

WeChat automatically captures vast swaths of infor-
mation from its users . . . [, which] threatens to allow the 
Chinese Communist Party access to Americans’ personal 
and proprietary information. [It also collects data] of 
Chinese nationals visiting the United States, thereby al-
lowing the Chinese Communist Party a mechanism for 
keeping tabs on Chinese citizens.89 

The Trump administration cited the reported discovery of 
“a Chinese database containing billions of WeChat messages sent 
from users in not only China but also the United States, Taiwan, 
South Korea, and Australia” as evidence demonstrating the urgent 
need for the ban.90 

III. ASSESSING THE LEGAL INTERPLAY OF NATIONAL SECURITY 

TECHNOLOGY BANS IN THE REALMS OF ACCESS TO 

COMMUNICATIONS SERVICES AND FREE SPEECH 

The Trump administration’s technology bans aimed to pre-
serve national security but simultaneously threatened to impair ac-
cess to communications services and inhibit free speech. When as-
sessing the permissibility of such policies, courts and the broader 
government must balance the interests and rights implicated by the 
policies.91 While access to communications services and free speech 
are often intertwined, the legal principles supporting each are not 
weighted equally with respect to the government’s interest in pre-
serving national security.92 As a result, bans impacting access to com-
munications services and bans impacting free speech need to be as-
sessed by different standards. 

 
 88. Jeanne Whalen, Federal Court Issues Preliminary Injunction Halting Administration’s 
Ban of Chinese App WeChat, WASH. POST (Sept. 21, 2020), https://www.washing-
tonpost.com/technology/2020/09/20/wechat-ban-blocked-trump. 
 89. Exec. Order No. 13,943, supra note 87. 
 90. Id. 
 91. See Richard H. Pildes, Avoiding Balancing: The Role of Exclusionary Reasons in Consti-
tutional Law, 45 HASTINGS L.J. 711, 724 (1994). 
 92. Ojan Aryanfard, National Security, FIRST AMEND. ENCYC., 
https://www.mtsu.edu/first-amendment/article/1134/national-security (last visited Mar. 
12, 2021). 
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A. National Security Bans Impacting Access to    
Communications Services 

Access to communications services is linked to universal ser-
vice, which appears as a cornerstone of the Communications Act of 
1934, providing that “[a]ccess to advanced telecommunications 
and information services should be provided in all regions of the 
Nation.”93 Because access to communications services is not a con-
stitutional given, but rather an element of a statutory provision, it 
does not garner the same degree of safeguarding as free speech, a 
right outlined in the Constitution.94 This legal hierarchy is essential 
when assessing the interplay between national security and access 
to communications services. Executive orders “state mandatory re-
quirements for the Executive Branch, and have the effect of law.”95 
Therefore, executive orders can override or adjust the manner in 
which statutory law is carried out.96 Accordingly, a technology ban 
affecting the statutorily backed interest in public access to commu-
nications services evokes fewer sustainable legal challenges, espe-
cially when the government is able to mitigate the negative impacts 
the ban might have on the public’s interest in accessing communi-
cations services.97 

B. National Security Bans Impacting Free Speech 

Free speech is a bedrock right safeguarded by the First 
Amendment to the U.S. Constitution, which provides that “Con-
gress shall make no law… abridging the freedom of speech, or of 
the press.”98 In the U.S., the Constitution is the highest source of 
law, meaning government action must comply with its provisions.99 
Although the Constitution guarantees freedom of speech, the Su-
preme Court has determined the government can restrict speech 

 
 93. Communications Act of 1934, 47 U.S.C §§ 151–714 (2018). 
 94. Constitutions and Statutes – Sources of American Law, CTR. FOR COMPUT.-ASSISTED 

LEGAL INSTRUCTION, http://sourcesofamericanlaw.lawbooks.cali.org/chapter/constitu-
tions-statutes (last visited Oct. 1, 2020). 
 95. Executive Orders, Science Safety Security, U.S. DEP’T OF HEALTH & HUM. SERVS., 
https://www.phe.gov/s3/law/Pages/ExecOrders.aspx (last updated Feb. 15, 2018). 
 96. Id. 
 97. See generally Brent Skorup, Who Needs the FCC?, NAT’L AFFS. (2016), 
https://www.nationalaffairs.com/publications/detail/who-needs-the-fcc. 
 98. U.S. CONST. amend. I. 
 99. Constitutions and Statutes – Sources of American Law, supra note 94. 
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on occasion to further the interest of preserving national security, 
which also has constitutional roots.100  

In Schenck v. United States, the Supreme Court heard its first 
case weighing national security and free speech.101 The Court estab-
lished the “clear and present danger” test, which enabled the gov-
ernment to restrain or punish speech if the speech creates a clear 
and present danger of bringing about a substantial harm.102 How-
ever, the Supreme Court later limited the government’s ability to 
restrain free speech in Brandenburg v. Ohio, when it ruled speech 
advocating illegal activities is protected so long as it does not incite 
unlawful action.103 While national security may serve as a basis to 
limit speech in specific circumstances, “the government cannot 
simply use national security as a blank check to sidestep constitu-
tional challenges.”104 Moreover, “[c]ourts will generally not uphold 
a categorical ban on speech no matter the reason.”105 This principle 
has been upheld in the social media context, “[a]s the Supreme 
Court has recognized, to ‘foreclose access to social media altogether 
is to prevent the user from engaging in the legitimate exercise of 
First Amendment rights.’”106 

Although a policy may target a platform, the policy’s “censo-
rial effects are felt most directly by the users, and thus, their First 
Amendment rights must be considered in analyzing its legality.”107 
When a policy threatens constitutional speech, courts typically re-
quire that the policy is narrowly tailored to establish a compelling 
interest (in this case national security) without unduly burdening 
the free exercise of speech.108 Accordingly, a measure purporting to 

 
 100. Aryanfard, supra note 92. 
 101. Christopher B. Daly, A Century of Rulings: How the Supreme Court Has Remade Free 
Speech, WASH. POST (Mar. 3, 2019), https://www.washingtonpost.com/out-
look/2019/03/03/century-rulings-how-supreme-court-has-remade-free-speech. 
 102. Schenck v. United States, 249 U.S. 47, 52 (1919). 
 103. Brandenburg v. Ohio, 395 U.S. 444, 448–49 (1969). 
 104. Aryanfard, supra note 92. 
 105. Eva Galperin et al., TikTok Ban: A Seed of Genuine Security Concern Wrapped in Thick 
Layer of Censorship, ELEC. FRONTIER FOUND. (Aug. 4, 2020), 
https://www.eff.org/deeplinks/2020/08/tiktok-ban-seed-genuine-security-concern-
wrapped-thick-layer-censorship. 
 106. Id. 
 107. Brief for Elec. Frontier Found. et al. as Amici Curiae Supporting Plaintiff, Ryan v. 
Trump, No. 20-cv-05948-VC (N.D. Cal. Sept. 15, 2020). 
 108. Speech and Press, CORNELL L. SCH., https://www.law.cornell.edu/constitution-co-
nan/amendment-1/freedom-of-expression-speech-and-press#fn551amd1 (last visited Oct. 
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ban a social media platform altogether likely runs contrary to the 
constitutionally preserved right to free speech, even if it aims to pre-
serve national security.109 Thus, when considering national security 
technology bans in the communications context, one must consider 
which interest or right is at stake and whether there are alternatives 
that minimize negative effects in order to determine the permissi-
bility of those bans. 

IV. COMPARING BANS OF CHINESE COMMUNICATIONS 

TECHNOLOGY 

Although the Trump administration’s technology bans 
aimed to preserve national security and arose within the scope of 
the U.S.-China technology war, the bans varied in their impact on 
communications in terms of interest implicated, breadth, and pro-
portionality. Consequently, the bans differed in legal permissibility. 

A. The Government Strikes an Appropriate Balance with 
Huawei and ZTE 

The U.S.’s Huawei and ZTE bans impacted the public’s in-
terest in accessing communications services. While access to com-
munications services is imperative, it is not protected by the Consti-
tution, but rather statutory law, which gives the government more 
flexibility when issuing decisions affecting the interest, especially 
when those decisions seek to promote a constitutionally vested in-
terest like national security.110 When weighing access to communi-
cations services and national security in the Huawei and ZTE con-
text, the two interests conflict in a particularized setting—rural and 
remote communities. According to initial FCC estimates, at least 
106 U.S. telecommunications companies,111 which provide service 

 
24, 2020); see also Brief for Elec. Frontier Found. et al. as Amici Curiae Supporting Plaintiff, 
supra note 107, at 12. 
 109. Brief for Elec. Frontier Found. et al. as Amici Curiae Supporting Plaintiff, supra 
note 107, at 8. 
 110. VALERIE C. BRANNON, CONG. RESEARCH SERV., R45650, FREE SPEECH AND THE 

REGULATION OF SOCIAL MEDIA CONTENT 5 (2019). 
 111. Jared Serbu, Federal Huawei, ZTE Ban May Extend to Private Networks Too, FED. NEWS 

NETWORK (Nov. 4, 2019), https://federalnewsnetwork.com/cybersecurity/2019/11/fed-
eral-huawei-zte-ban-may-extend-to-private-networks-too. 
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to hundreds of thousands of consumers,112 incorporated ZTE or 
Huawei products into their networks. While larger telecommunica-
tions companies have shunned Huawei and ZTE, smaller, regional 
telecommunications companies have used Huawei and ZTE equip-
ment because the equipment is more affordable than that of the 
companies’ South Korean and European counterparts.113 Smaller, 
regional carriers predominantly deployed the equipment in rural 
and remote areas because geographic barriers, which require a 
greater upfront cost to carriers when initiating service, make de-
ployment expenses much higher than in non-rural communities.114 
The higher cost in tandem with the physical difficulty of deploying 
equipment through less developed terrain has dissuaded larger car-
riers from initiating service.115 Accordingly, local carriers have 
adopted the role of providing service to rural and remote commu-
nities, which tend to lack access to affordable communications ser-
vices when compared with their urban counterparts.116 As a conse-
quence, local carriers and consumers in rural and remote 
communities predominantly felt the effect of the government’s 
Huawei and ZTE bans.117 The bans, therefore, had a narrow impact 
on the access interest, making such bans more legally and practi-
cally sustainable than broader bans. 

Not only did the bans have a narrow impact on overall public 
access, but they were also supplemented with policies to mitigate 
the negative impact on rural and remote access.118 The bans’ impact 
could be remedied by alternative technologies, allowing the same 

 
 112. Mike Dano, Rural Carriers ‘Stunned’ by U.S. Ban on Huawei, ZTE, URGENT COMMC’NS 
(July 2, 2020), https://urgentcomm.com/2020/07/02/rural-carriers-stunned-by-u-s-ban-
on-huawei-zte. 
 113. Serbu, supra note 111. 
 114. Marguerite Reardon, Why Rural Areas Can’t Catch a Break on Speedy Broadband, CNET 
(Oct. 23, 2018), https://www.cnet.com/news/why-rural-areas-cant-catch-a-break-on-
speedy-broadband. 
 115. Id. 
 116. See id. 
 117. Cecelia Kang, Huawei Ban Threatens Wireless Service in Rural Areas, N.Y. TIMES (May 
25, 2019), https://www.nytimes.com/2019/05/25/technology/huawei-rural-wireless-ser-
vice.html. 
 118. David Shepardson, U.S. Agency Votes 5-0 to Bar China’s Huawei, ZTE from Government 
Subsidy Program, REUTERS (Nov. 22, 2019), https://www.reuters.com/article/us-usa-china-
huawei-tech/u-s-agency-votes-5-0-to-bar-chinas-huawei-zte-from-government-subsidy-pro-
gram-idUSKBN1XW1TC. 
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access in affected communities.119 Although local carriers incorpo-
rated Huawei and ZTE into rural and remote networks, the equip-
ment is not the only option for carriers to maintain service.120 The 
equipment was simply the most economical option for carriers.121 
The ban required carriers to cover the cost of removing the equip-
ment from current networks and invest in more costly equipment 
from competitor companies. 

However, the government worked to effectively mitigate the 
economic burden of removing and replacing network equipment 
by enacting policies alleviating the cost for carriers, and thus, the 
communications cost on consumers in rural and remote communi-
ties. In March 2020, former President Trump approved the Secured 
and Trusted Network Communications Act, which “will provide up 
to $1 billion in funding to rip-and-replace network infrastructure 
primarily among rural U.S. operators.”122 Additionally, in April 
2020, the FCC established a Universal Service 5G fund for rural 
America, which would provide up to $9 billion to carriers who de-
ploy and maintain service in rural areas.123 The fund “would target 
hard-to-serve areas with sparse populations and/or rugged terrain” 
making access to communications services a reality for underserved 
consumers in those areas.124 Although these dual measures may not 
prove to entirely combat the impact of the Huawei and ZTE bans, 
they ensure Americans are still able to access comparable and more 
secure communications services despite the bans. Therefore, the 
government struck an appropriate balance between national secu-
rity and access to communications services in the Huawei and ZTE 
ban context. 

 
 119. Melanie Hart & Jordan Link, There Is a Solution to the Huawei Challenge, CTR. FOR 

AM. PROGRESS (Oct. 14, 2020), https://www.americanprogress.org/issues/security/re-
ports/2020/10/14/491476/solution-huawei-challenge; Kang, supra note 117. 
 120. See Kang, supra note 117. 
 121. David Shepardson, U.S. Rural Telecom Networks Need $1.8 Billion to Remove Huawei, 
ZTE Equipment - FCC, REUTERS (Sept. 15, 2020), https://www.reuters.com/article/usa-
china-telecom/u-s-rural-telecom-networks-need-1-8-billion-to-remove-huawei-zte-equip-
ment-fcc-idUSKBN25W034. 
 122. Sean Kinney, Trump Signs into Law $1B for Rural Carrier Rip-and-Replace, RCR 

WIRELESS NEWS (Mar. 13, 2020), https://www.rcrwireless.com/20200313/network-infra-
structure/rural-carrier-rip-and-replace. 
 123. Mark Wigfield, Chairman Pai Announces Plan to Launch $9 Billion 5G Fund for Rural 
America, FED. COMM. COMMISSION (Dec. 4, 2019), https://docs.fcc.gov/public/attach-
ments/DOC-361168A1.pdf. 
 124. Id. 
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B. The Government Overreaches with Proposed TikTok 
and WeChat Bans 

While the Huawei and ZTE bans impacted access to commu-
nications, the proposed TikTok and WeChat bans threatened to im-
pact the public’s freedom of speech. Free speech is a right pro-
tected by the Constitution, which makes bans diminishing that right 
much more difficult to uphold and implement than bans impacting 
access to communications services.125 Hence, the preservation of 
free speech weighs more heavily than access when compared with 
the preservation of national security.126 Thus, the government must 
ensure its actions to preserve national security do not encroach on 
the expression of protected speech. 

When weighing free speech and national security in the Tik-
Tok and WeChat contexts, the government proposed enacting 
sweeping bans affecting large portions of the public.127 As of August 
2020, TikTok had about fifty million daily active users and 100 mil-
lion monthly active users in the U.S,128 and WeChat had about nine-
teen million daily active users in the U.S.129 The U.S. population is 
roughly 331 million people,130 which means almost one-third of the 
population is active on TikTok each month, and about five percent 
of the population is active on WeChat every day. The proposed 
bans, therefore, would affect a significantly larger portion of the 
public than did the Huawei and ZTE bans. 

In addition to potentially affecting a mass population, the 
proposed TikTok and WeChat bans also aimed to eliminate unique 
platforms for speech, the distinctive use of which cannot be 
achieved by alternate platforms. TikTok is “unlike most other social 
media platforms, [in that] TikTok does not depend on users 

 
 125. Freedom of Expression, ACLU, https://www.aclu.org/other/freedom-expression. 
 126. Id. 
 127. Jeanne Whalen et al., U.S. Bans WeChat, TikTok as China Becomes Major Focus of Elec-
tion, WASH. POST (Sept. 18, 2020), https://www.washingtonpost.com/technol-
ogy/2020/09/18/tiktok-wechat-ban-trump. 
 128. Alex Sherman, TikTok Reveals Detailed User Numbers for the First Time, CNBC (Aug. 
24, 2020), https://www.cnbc.com/2020/08/24/tiktok-reveals-us-global-user-growth-num-
bers-for-first-time.html. 
 129. Maya Tribbitt & Michael Tobin, WeChat Users in the U.S. Fear Losing Family Links 
with Ban, BLOOMBERG QUINT (Aug. 11, 2020), https://www.bloombergquint.com/technol-
ogy/wechat-users-in-the-u-s-fear-losing-family-links-with-ban. 
 130. Dudley L. Poston, 3 Ways That the U.S. Population Will Change Over the Next Decade, 
PBS (Jan. 2, 2020), https://www.pbs.org/newshour/nation/3-ways-that-the-u-s-population-
will-change-over-the-next-decade. 
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establishing ‘friends’ or ‘followers’ in order to communicate . . . . 
Users can create a unique posting and suddenly find it has been 
viewed by thousands, if not millions, of strangers.”131 TikTokers can 
gain traction on the platform by using popular song clips in videos, 
pairing videos with hashtags, and partaking in trending chal-
lenges.132 Videos using similar songs, sporting similar hashtags, or 
displaying similar challenges are linked through the platform’s al-
gorithm and are displayed before users all around the world based 
on the users’ interactions with similar videos on the platform.133 Be-
cause users can engage with content from anyone, TikTok “gives 
creators a voice in a way that friend oriented social networks 
can’t.”134 

In a similar vein, WeChat also offers its users a unique means 
of communicating, which cannot be adequately replicated by other 
platforms. The platform is primarily used by the public to communi-
cate with family and friends in China or conduct business in China 
because most other chatting platforms are banned in the country.135 
Many Asian Americans also use WeChat to communicate with older 
generations that do not speak English by using the platform’s 
unique real-time translation feature.136 Like TikTok, WeChat allows 
users to speak in ways other platforms do not. The lack of alternative 
platforms available in the TikTok and WeChat contexts further dis-
tinguished the proposed bans from the Huawei and ZTE bans, in 
which alternative technology could provide comparable access to 
telecommunications services. 

Moreover, the government did not take measures to ade-
quately mitigate the ruinous effects on speech the bans could cause. 
The executive orders proposing to ban the platforms gave the com-
panies forty-five days to address security concerns through a 

 
 131. Rebecca Jennings, TikTok Never Wanted to Be Political. Too Late., VOX (Jan. 22, 2020), 
https://www.vox.com/the-goods/2020/1/22/21069469/tiktok-memes-funny-ww3-politics-
impeachment-fires. 
 132. Louise Matsakis, A Beginner’s Guide to TikTok, WIRED (Mar. 6, 2019), 
https://www.wired.com/story/how-to-use-tik-tok. 
 133. Id. 
 134. Max Beaumont, Dear President Trump: An Open Letter from the TikTok Creator Commu-
nity, MEDIUM (Aug. 2, 2020), https://medium.com/@whoismax/dear-president-trump-an-
open-letter-from-the-tiktok-creator-community-e56b21c682fb. 
 135. Tribbitt & Tobin, supra note 129. 
 136. Id. 
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mandated selling of U.S. operations.137 However, the time cutoff dis-
regarded not only the complicated and intensive nature of striking 
a deal, but it also neglected that free speech would be effectively cut 
off by an arbitrary date despite no immediate presence of a security 
threat.138 Consequently, the government’s sweeping actions to pre-
serve security in the TikTok and WeChat contexts were dispropor-
tionate and impermissible. 

Aside from agreeing to potentially approve a sale if it met 
ever-changing government conditions,139 the U.S. did little to en-
sure constitutionally protected speech did not fall by the wayside in 
these contexts. The inactivity of the government in mitigating the 
deleterious effects on free speech further differentiated the pro-
posed TikTok and WeChat bans from the Huawei and ZTE ones, 
which were bolstered by funding actions aiming to guarantee access 
to communications in affected communities. Therefore, while the 
Huawei and ZTE bans could be effectively implemented, the Tik-
Tok and WeChat bans as proposed could not and should not be 
enforced because the bans significantly threatened the public’s ex-
ercise of free speech. 

V. CONCLUSION: FREE SPEECH SHOULD NOT FALL VICTIM TO 

THE FEUD FOR TECHNOLOGY SUPREMACY 

The U.S.-China technology war escalated to the forefront of 
public attention during the Trump administration. Although not 
traditionally categorized as a weapon, the telecommunications net-
work and its accompanying devices and social platforms are active 
mechanisms by which state actors and private entities can upend 
security,140 primarily through network hijacking, espionage, trade 
secret theft, and data breaches.141 While the Trump administra-
tion’s executive orders banning Chinese communications equip-
ment from Huawei and ZTE have been successfully implemented 

 
 137. Rachel Lerman, Trump Issues Executive Orders Against TikTok and WeChat, Citing Na-
tional Security Concerns, WASH. POST (Aug. 7, 2020), https://www.washingtonpost.com/tech-
nology/2020/08/06/trump-tiktok-executive-order. 
 138. Id. 
 139. Id. 
 140. Nicolas Weaver, Our Government Has Weaponized the Internet. Here’s How They Did It, 
WIRED (Nov. 13, 2013), https://www.wired.com/2013/11/this-is-how-the-internet-back-
bone-has-been-turned-into-a-weapon. 
 141. Sanger et al., supra note 65. 
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in the U.S. despite impairing access to communications services, 
proposed bans of the Chinese communications platforms TikTok 
and WeChat could not and should not be implemented because the 
bans would jeopardize constitutionally protected free speech. 

While the proposed TikTok and WeChat bans addressed 
valid security concerns, they threatened to encroach much too far 
into the public’s right to free speech. The proposed bans could af-
fect a significant portion of the public and aimed to eradicate access 
to platforms offering distinct methods of communication that could 
not be adequately substituted by other available social media alter-
natives. In threatening to effectively censor large portions of the 
public by barring access to novel communications platforms, the 
Trump administration failed to appropriately balance its interest in 
promoting national security and preserving constitutionally pro-
tected free speech. While national security is an important end, ac-
tions supporting its preservation must be measured and propor-
tional as to avoid unduly burdening protected speech. In the 
TikTok and WeChat contexts, the government should trade sweep-
ing bans that take almost immediate effect for a more reasonable 
piecemeal approach requiring the companies to comply with clear 
cybersecurity conditions while they undergo negotiations to sell 
U.S. operations. Such an approach would more appropriately foster 
long-term national security priorities without endangering the pub-
lic’s right to free speech on the platforms. 

 


